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Ms Jacqueline Loh

Deputy Managing Director
Monetary Authority of Singapore
10 Shenton Way, MAS Building
Singapore 079117

Dear Ms Loh,

Singapore-US Joint Statement on Financial Services Data Connectivity

The Asia Securities Industry & Financial Markets Association (ASIFMA)! and its members congratulate the
Republic of Singapore and the United States of America for their joint statement on financial services data
connectivity. We also congratulate the US department of Treasury and the Monetary Authority of Singapore
for their accomplishment in seeing this through.

We strongly support your commitment to allowing financial service firms to transfer data across borders and
opposition to data localisation requirements as long as financial regulators have access to data needed for
regulatory and supervisory purposes. This is an important outcome, representing thoughtful policymaking
and inter-governmental collaboration.

We encourage both countries’ intention to promote policies and rules in bilateral and multilateral economic
relationships, facilitating the following:

e Ensuring financial service suppliers can transfer data, including personal information, across borders by
electronic means if this activity is for the conduct of the business of a financial service supplier;

e Opposing measures restricting where data can be stored and processed for financial service suppliers
provided regulators have full and timely access to data fulfil regulatory and supervisory mandate; and

e Ensuring that financial service suppliers have the opportunity to remediate the lack of access to such data
before being required to use or locate computing facilities locally.
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Increasing regulatory focus on data often stems from concerns regarding privacy and data security among non-
regulated entities in the broader economy; however, in the context of already regulated financial institutions
poorly targeted data localisation rules can in fact undermine the resilience and security of financial systems and
institutions. Further, incompatible new restrictions introduce conflicts of law in areas such as anti-money
laundering (AML) safeguards where, for instance, international financial institutions need to share information
across affiliates and jurisdictions to generate information necessary to file suspicious activity reports. Concerning
examples of data localisation in the Asia Pacific region include China’s Cybersecurity Law, India’s directive on
storage of payment system data in India, India’s draft Personal Data Protection Bill, Vietnam’s Law on
Cybersecurity, and Indonesia’s Government Regulation No. 82/2012.

GFMA'’s ‘International Principles to Improve Data Security and Mobility’ paper, developed in consultation with
more progressive policymakers looking to prevent unintended consequences such as curbs on cross-border
trade and investment, offers five critical considerations policymakers and regulators must take into account
when seeking to protect consumer and investor privacy while supporting flows of information necessary to
support a secure, efficient, and well-functioning international financial services sector. In 2019, GFMA and
ASIFMA circulated the principles as a starting point for the development of international standards in this
important area and, for convenience, | summarise them overleaf.

Once again, on behalf of ASIFMA and its members, | congratulate the US and Singapore on their thoughtful,
collaborative policymaking and forward thinking.

Sincerely,

Mark Austen

Chief Executive Officer
Asia Securities Industry & Financial Markets Association

Cc:

Mr Vincent Loy

Assistant Managing Director (Technology)
MAS

Dr David Hardoon
Chief Data Officer
MAS
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International Principles to Improve Data Privacy, Security and Mobility

The financial services industry supports global regulatory authorities’ legitimate concerns to protect the privacy of consumers and investors
and the integrity of financial data. We encourage global regulators to consider the following principles and adopt best practices to improve
data protection and mobility—which we believe are mutually reinforcing—while continuing to foster data privacy.

- 21 March 2019 -

Recognise that the ability to transmit data across national boundaries and store data in different jurisdictions, with
adequate protections, is fundamental to supporting a secure, innovative, and prosperous global financial system, as well as
fostering global economic growth. Policymakers have a significant interest in reducing barriers to safe and efficient data flow to
create an enabling environment to grow the digital economy. Regulations and legal requirements on data protection can function as
non-tariff barriers to trade and restrict economic activity when they are not aligned with international standards and best practices. By
recognising the impact that privacy and data protection policies have on international trade and investment, policymakers can tailor
their approach to meet their objectives to protect individuals’ rights to privacy while also bolstering the fight against financial crime
and enabling economic growth. Policymakers should support common frameworks that multinational financial institutions can
implement in a global operating environment. Cooperative agreements between governments on cross-border enforcement,
supervision and data sharing can be put in place to support access to data, while addressing financial market integrity and sovereign
risks. Developing interoperability between the privacy laws and regulations of different jurisdictions, such as APEC has done through
the Cross-Border Privacy Rule, enables safe and efficient cross-border data flow to improve international trade, catalyse investment,
and bolster the uptake of digital channels for trade. For example, as Brexit approaches it is essential that there is clarity as to the
ability of business to continue to transfer personal data between the EU and UK.

Engage with industry to align regulatory requirements and encourage adoption of international best practice in data
security and mobility. We encourage governments to consult financial services institutions to better understand standards and best
practices used to protect data as it is stored and transferred across borders. Eliciting private sector input prior to formulating
regulations for privacy and data protection could avoid unintended consequences for trade, investment and economic growth. We
also encourage policymakers to reference existing frameworks for managing cybersecurity risk. ISO 27103, the NIST CSF and the
Financial Services Sector Profile represent aligned risk management frameworks at the international, national and sector specific
levels. We also encourage further adoption of the “International Principles for Cybersecurity, Data and Technology.”16 The path
forward in an increasingly digital and technology advanced world includes cooperative agreements between governments to address
cross-border resilience, privacy and security, and of markets keen to develop and/or mature their digital-related frameworks and
capacity, instead of data localisation requirements.” Generally speaking, regulators should develop alternative approaches to data
localisation policies.

Recognise that, with adequate control and supervision, cross-border data mobility supports data protection and system
resilience. Well-intentioned, overly restrictive data localisation rules may in fact undermine the resilience of the global financial
system and individual institutions. Privacy cannot be protected without effective security, which depends on how data is shared and
stored, not where. Processing and sharing appropriate consumer data across borders is critical to preventing abuse, particularly in
the context of cybersecurity and sanctions/anti-money laundering enforcement. Undue limitations on cross-border data access inhibit
firms’ ability to effectively set and enforce technology controls, monitor threats to company networks and infrastructure, and share
information with partners and law enforcement agencies to mitigate broader systemic risks. In addition, requirements to store data in
fragmented or disparate facilities can create additional points of entry for bad actors to infiltrate networks. Outsourced or consolidate
regional data centres or information technology (IT) hubs enable firms to dedicate resources to data and technology security, and
ensure there are robust resilience capabilities, such as for data back-ups. In that way, data localisation adversely affects firms’
business continuity and disaster recovery plans.

Enable targeted cross-border information sharing. Financial institutions must provide appropriate, timely data to regulators to
fulfil their regulatory obligations in different jurisdictions. Restrictions on cross-border data flow can introduce compliance risk for
firms, as privacy laws and blocking statutes introduce conflicts of law for multinational firms subject to multiple regulatory reporting
regimes. Accordingly, data localisation policies can prevent financial regulators from having the data necessary to do their jobs
effectively, as well as undermine firms’ efforts to comply with regulatory requirements. For instance, financial institutions need to
share information with their affiliates across borders to obtain information necessary to file suspicious activity reports (SARs) under
relevant AML regulations applicable worldwide. We call on policymakers to be mindful of the impact that data localisation policies
have on firms’ abilities to continue to carry out important investor protection protocols, including AML, KYC, or financial crime
investigations. We encourage data protection authorities to coordinate with other financial crime and cyber authorities when defining
parameters for the use of data to allow targeted cross-border data transfer necessary to fulfil regulatory obligations and enhance
investor protection.

Enable adequately secure outsourcing arrangements that improve the efficiency and competitiveness of financial services
providers. Outsourcing arrangements are critical to improving the efficiency of the financial services industry, enabling firms to
provide superior customer service, maintain competitiveness internationally, and reduce operational costs to boost investments in
other areas that deepen local capital markets. Multinational financial institutions often outsource operationally-intensive functions to
other affiliates within their group to leverage in-house capabilities in a competitive, efficient, and effective manner. Doing so improves
efficiency by enabling financial institutions to maximise use of existing infrastructure, and in turn, increase investments in more
productive ways. However, policies that restrict outsourcing arrangements in the financial services sector often result in the de facto
localisation of data onshore, which deters firms from entering or expanding in a market, undermining economic growth and
disadvantaging local consumers. Subject to other overarching regulatory requirements, policies governing outsourcing should be
principles-based, technology and entity neutral, and impartial to geographic location, to allow financial institutions to utilise
outsourcing arrangements according to their own business models and risks whereas the relevant authorities should not look to
introduce new requirements or restrictions beyond existing outsourcing regulations.
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