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National People’s Congress of the People’s Republic of China Legislative Affairs
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No.1 Qianmen West Street, Xicheng District
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To the Commission
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Consultation Draft of the Personal Information Protection Law
(M ABEFRIE) IERKERRE

On behalf of its members, the Global Financial Markets Association ("GFMA™")! and the
Futures Industry Association (“FIA”)? (together, the “Associations” or “we”, “our” or
“‘us”) are pleased to submit to the Legislative Affairs Commission of the Standing
Committee of the 13" National People's Congress (“Commission”) our comments and
suggestions on the Consultation Draft of the Personal Information Protection Law

(“PIPL”) of the People’s Republic of China (“PRC”) published on the National People's

1 The Global Financial Markets Association ("GFMA”) brings together three of the world's leading

financial trade associations to address the increasingly important global regulatory agenda and to
promote coordinated advocacy efforts. The Association for Financial Markets in Europe (AEME) in
London and Brussels, the Asia Securities Industry & Financial Markets Association (ASIEMA) in
Hong Kong and the Securities Industry and Financial Markets Association (SIFMA) in New York and
Washington are, respectively, the European, Asian and North American members of GFMA. For
more information, please visit http://www.gfma.org .
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2 FIA is the leading global trade organization for the futures, options and centrally cleared derivatives
markets, with offices in London, Singapore and Washington, D.C. FIA’s membership includes clearing
firms, exchanges, clearinghouses, trading firms and commodities specialists from more than 48
countries as well as technology vendors, lawyers and other professionals serving the industry. FIA’s
mission is to support open, transparent and competitive markets, protect and enhance the integrity of
the financial system, and promote high standards of professional conduct. As the principal members
of derivatives clearinghouses worldwide, FIA’s member firms play a critical role in the reduction of
systemic risk in global financial markets. Further information is available at www.fia.org

FIAZEFROSE DT WIBU kgt BT A TR S 9L, Jr et 3 SRR e s i s Ay
IpELE. FIA SRR, BAEEAT 48 RANEFKMAEF AT LH. S5 LR, MihE
WA, BRSSO ARBER R« TS5 T A LAR T AL . FIA BUDGNE ATT . IBWIMESE
SR, RPIF e eRIE R, (EEE R bRAER TR . FIA RIS A A AR ek TR R
P E B, AR SRRl 7 R GURS T T A AR . 2 BERHE A www.fia.org



file:///S:/Shared%20Folders/Policy%20and%20Regulatory%20team/1.%20PPC/02%20Working%20Groups/Data%20and%20Privacy%20Policy%20WG/2020%2008%2021%20MEITY%20Non%20Personal%20Data/DRAFTS/afme.eu
file:///S:/Shared%20Folders/Policy%20and%20Regulatory%20team/1.%20PPC/02%20Working%20Groups/Data%20and%20Privacy%20Policy%20WG/2020%2008%2021%20MEITY%20Non%20Personal%20Data/DRAFTS/asifma.org
file:///S:/Shared%20Folders/Policy%20and%20Regulatory%20team/1.%20PPC/02%20Working%20Groups/Data%20and%20Privacy%20Policy%20WG/2020%2008%2021%20MEITY%20Non%20Personal%20Data/DRAFTS/sifma.org
http://www.gfma.org/
http://www.gfma.org/
http://www.fia.org/
http://www.fia.org/

Igfm3 afme/ asifmaZz ~sifma‘é F' u

Congress website?®.

ERREmTAh S ( “GFMA” ) KIATRITIIE C “FIA” ) (4ifR “thE” Bt “3%
17 ) ERRWESEMR R TR, REEGH A ENRKM AR (4N RILA
E C “sp@” ) MABEERIE CPABRERIPE” ) ) ERE IR 13 Ja4E
ANKEREFERTAERRS ( “SRITE” ) B E MR,

We have consulted our members and received responses. This letter sets out our
views on the PIPL, the practical difficulties financial institutions may face and our
recommendations and our request for clarification for certain provisions of the PIPL.
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In summary, we support the need for jurisdictions to establish reasonable and
proportionate mechanisms to safeguard personal information. Personal information is
pivotal to the business of our members, and concomitant protections on the collection
and processing of such information are essential to the integrity of financial markets
and customer, and business confidence more broadly.
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At the same time, the PIPL casts a broad net. In certain instances, the new law is
difficult to interpret in practice and could be open to interpretation where possibly
unintended. Its interaction with existing legal and regulatory requirements and
expectations — in particularly the Cybersecurity Law (“CSL”) and the Data Security Law
(draft) (“DSL”) —is also unclear.
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The Appendix sets out our detailed comments.
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At a high level, our key concerns are as follows:
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(a) Overarching concerns
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3 Available at: http://www.npc.gov.cn/flcaw/userindex.html?lid=ff80808175265dd401754405c03f154c.
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(b)

The PIPL will inevitability impact the business operations of financial
institutions in many ways. However, the PIPL as currently drafted is broadly
worded and lacks specific guidance in key areas of concern. These give rise
to uncertainties in the mind of financial institutions, particularly, regarding the
following aspects:

(i)

(ii)

(iii)

(iv)

Broad scope of application of the PIPL and its extraterritorial
application.

Onerous obligations on organisations including financial institutions will
significantly raise their compliance burden, in particular in respect of
cross-border transfers of personal information and collecting and
processing personal information legally.

Overlap with existing laws and regulations. In particular, personal
information processing activities conducted by financial institutions are
highly regulated, so it is critically important that areas of duplication or
inconsistency are resolved before implementation.

Principle-based obligations which will require more specific guidance to
enable compliance in practice and this guidance should be available
from before any compliance requirements become effective.
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(i)
(ii)

(iii)

(iv)
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Further details are set out in Part A of the Appendix.
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Specific items
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Certain Articles impose direct obligations and risks on financial institutions,
and they generally invoke more concern among our members. They include:

(i)

the broad range of processing activities in Article 3 including, in
particular, the extraterritorial scope of the activities caught under this
Article and Article 42;



(i) the lack of business-efficient processing conditions under Article 13;

(iii) the requirement to obtain “separate” consents from individuals in
certain scenarios under Article 14, 24, 26, 27, 30 and 39;

(iv) the restrictions on the cross-border transfers of personal information
in Article 38 and 40;

(V) the framework outlined for risk assessments in Article 54; and

(vi) the significant financial sanctions imposed on organisations and
individuals under Chapter VII.
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We set out our specific comments and provide our recommendation with
respect to each Article in Part B of the appendix.
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Next steps
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We would be pleased to engage in further discussions with the Commission in relation
to our comments and provide further industry input where necessary. If you have any
questions, please do not hesitate to contact Matthew Chan, ASIFMA Head of Policy
and Regulatory Affairs, at mchan@asifma.org or +852 2531 6560, and TzeMin Yeo,
FIA Head of Legal & Policy, Asia Pacific, at tmyeo@fia.org or +65 9111 0717.
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In the meantime, to facilitate dialogue, we will also share a copy of our submission
with the People’s Bank of China and China Securities and Regulatory Commission,
given the potential overlapping areas of regulation.
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This submission was prepared with the assistance of the law firm Zhao Sheng
Linklaters (FTZ) Joint Operations Office, based on feedback from the wider ASIFMA

membership.
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Yours faithfully,
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Kenneth E. Bentsen, Jr. Bill Herder
CEO, Global Financial Markets Head of Asia-Pacific
Association (GFMA) and Futures Industry Association (FIA)

President and CEO, Securities Industry
and Financial Markets Association
(SIFMA)



Appendix — Detailed comments
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This Appendix is structured as follows:
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Part A General and overarching comments
FRER — RO AR =
Part B Specific comments on each Article
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Unless otherwise specified, terms used in this appendix have the meaning and
construction given to them in the letter or the PIPL, and any reference to the “PIPL” is
a reference to the draft PIPL published on the National People's Congress website as
at the date of this submission.
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Part A Overarching comments
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Scope of application: Extra-territoriality
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We appreciate that the purpose of the PIPL is to create a framework for
protection of personal information rights and interests, regulating personal
information processing activities, safeguarding the orderly sharing and transfer
of personal information, and promoting the reasonable use of such information
in a growing digital economy. However, the potential reach of the PIPL may
cause unnecessary burden to international financial institutions.
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The PIPL covers:



(@) data activities conducted within the PRC* (“PRC Data Activities”); and

(b) certain data activities conducted by organisations or individuals outside
the PRC, including those who seek to provide products or services into
the PRC or monitor the activities of individuals within the PRC, or whose
processing activities conducted outside the PRC harm the personal
information rights and interests of PRC citizens or the national security
or public interest of the PRC (“Non-PRC Data Activities”).

MWNERSS SRS R
(a)  fEPEBEATTRNEEESS) ( “PERERB®RER" O ;0 &

(b)  PEBISMIAL A NI R THAEES), BT K E S
Bl 55 B AL B 85 A N sh I B s 3, B AR AT R R A
BE B A RS NAF SR B 0 5K 22 4 A AR 2 R £
faiEsl ( “REESNEEER” O -

We understand that the PIPL is intended to apply to all PRC Data Activities,
and Non-PRC Data Activities will be subject to legal liability in accordance with
the law (generally).
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We strongly urge that the PIPL focuses on PRC Data Activities. In particular,
the provisions in the PIPL, whereby any personal information processing
activities conducted outside the PRC which harm the personal information
rights and interests of PRC citizens or the national security or public interest of
the PRC, are too vague, and could be interpreted in ways that bring conflicting
legal obligations for businesses, which are of serious concern to financial
institutions and the wider the business community.
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Having regard to the strategic importance of personal information, its need and
ability to move cross-border, and the number of cloud and other data services
provided within the PRC, it is important for financial institutions to understand
how the PIPL will be applied and enforced in practice, particularly, with respect
to foreign entities which do not have physical presence in the PRC.

4 In this response, we refer to “PRC” as the People’s Republic of China, excluding the Hong Kong and
Macau Special Administrative Regions, and Taiwan, which we understand is consistent with the intent
of the PIPL.
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Our two key areas of concern are as follows.
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Breadth and potential misalignment of jurisdiction
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First, we believe that the PIPL is too broad and uncertain in its extra-territorial
reach. More specifically, the application of the PIPL to activities of
organisations and individuals outside of the PRC is very difficult to apply
without clear and objective parameters that can be reasonably assessed by
those persons. As drafted, the extra-territorial reach is already particularly
onerous given there may be very limited PRC nexus at all, with data potentially
collected and stored wholly outside of the PRC. To the extent that the PRC
authorities wish to follow international models on the offering of goods or
services into the PRC, it is crucial for businesses to understand the extent of
application of these rules and that incidental and inadvertent activities are not
unintentionally within its scope.
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Furthermore, as noted above, the PIPL’s jurisdictional reach also exceeds that
of the CSL. We submit that the extra-territorial application of the existing CSL
is sufficient to protect safeguard national security. The very fact of the
difference in jurisdictional reach of the PIPL and the CSL creates a degree of
complexity that has already caused serious concerns amongst foreign financial
institutions. We believe restricting the PIPL’s extra-territorial application to a
smaller scope or one that is commensurate with the CSL, may help alleviate
these concerns. In particular, we strongly suggest that areas of law covering a
common overall subject matter should be consistent in their application. See
also our comments in paragraph 4.
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Finally, where certain provisions are not intended to apply to personal
information processing activities conducted outside the PRC, the PIPL should



include an express exclusion, to put the issue beyond doubt. For example, it
does not appear practical to require foreign entities to comply with all personal
information protection obligations set out under the PIPL. It would be preferable
to exclude Non-PRC Data Activities expressly from those personal information
protection obligations.
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Investigation and enforcement powers
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We are also particularly concerned about the scope of investigation and
enforcement powers of the relevant PRC authorities over foreign entities, and
we recommend more clarity in this regard.
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We welcome clarity on how the PIPL will be enforced in practice, in terms of:
(a) communicating standards and expectations;

(b) undertaking investigations; and

(© levying penalties.
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Additional comments
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We provide specific comments on Articles 10, 11, 42, 57, 58 and 59 of the PIPL
in Part B.
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Data localisation and cross-border transfers of personal information
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Another critical part of the regime set out under the PIPL is that relating to data



localisation and cross-border transfers of personal information.
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The localisation requirements proposed under the PIPL will significantly and
arguably disproportionately impact the operation of financial institutions that
rely on cross-border transfers of data to facilitate the provision of the best
service to customers in the PRC and to ensure the highest level of compliance
with anti-money laundering and counter-financing of terrorism laws and
regulations through leveraging global service centres. Localisation does not
improve data protection. Burdensome localisation requirements introduce
technical complexity and additional administrative layering into corporate
operations, both of which ultimately compromise the effectiveness of
cybersecurity and risk management controls.
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The prospect of additional security assessments by regulatory authorities or
third-party certification institutions for potentially every cross-border transfer of
personal information will lead to increases in compliance administration and
costs to the detriment of customers and, ultimately and contrary to the PRC
government’s commitments to open up the financial services sector, make the
PRC market less attractive to overseas financial institutions.
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We urge the Commission to consider a more proportionate approach to
supervision of exports of personal information considering the existing laws
and regulations already governing this aspect of data use. Specifically, we
recommend removing the requirement that "processors processing personal
information above a certain threshold” must store data within the PRC.
However, where requirements are considered necessary in addition to those
under existing laws and regulations, we recommend that an exception is
expressly provided for intra-group transfers as global financial institutions apply
uniform levels of data security on a firm-wide basis, where transfer restrictions
are considered appropriate at an industry level provided that risk is adequately
mitigated.

BT IUA WA BRI 5 T HEREE R, A MRS IE TERH B NG B
BeRBCE NG IRE T R, BATEBMERR T “DAE BB E BT
AR A NAS S R B b UK B A A A S N O R . (U, TmER

10



BUTIEEEIAN, e 2R AR ZR, BATE B, W RAEAT MR AN
38 HH 5 PR A DA 78 0 B AR JRURS 0 S 06 [ — 5 P P £ et H 5 BT £ 1 4] 4
VERURE, JRIAE, 5 R LA £ 5 ] Y AR 240 48— I Bl 2 K

Additional comments

HAR I,
We provide specific comments on Chapter IV of the PIPL in Part B.
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Processing grounds
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We strongly welcome the introduction under the PIPL of other statutory
processing grounds to obtaining consent of a data subject to be able to collect
and process his or her personal information. However, we also believe that the
scope of alternative processing grounds lacks a number of conditions important
to financial institutions and other businesses from a business efficacy
perspective. For example, the PIPL does not include processing grounds
relating to processing of personal information that is essential for maintaining
safe and stable operation of products and services and processing of personal
information already legally in the public domain (both of which are included in
the Information security technology: personal information security specification
(GB/T 35273-2020) (the “2020 Specification”).
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In addition to allowing reasonable flexibility in the collection and processing of
personal information, we are concerned about the apparent inclusion of a
number of scenarios that require financial institutions to obtain “separate”
consents from individuals — namely under Articles 14, 24, 26, 27, 30 and 39.
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Firstly, the meaning of a “separate” consent is unclear under the current form
of the PIPL, so compliance with the requirement would be difficult for financial
institutions which already have in place robust customer onboarding and other
interface processes to ensure customers are properly informed on the products
and services offered to them. Furthermore, not only is this additional burden
highly impractical for businesses in the finance sector (and other consumer
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sectors) if it cuts across the processing grounds described above but, rather
than empowering individuals in the protection of their personal data, there is
reason to believe that frequently seeking consents from customers would
unnecessarily damage their customer experience. In addition, if an
organisation is beholden to a “just in time” consent requirement, these articles
could create an operational challenge and we recommend consent be obtained
at the point of collection or disclosure of personal information. Repository
maintenance of multiple consents will create additional concerns.
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We recommend that the PIPL avoid establishing consent (in any form) as the
primary legal basis for collecting, using, disclosing or otherwise processing
personal information, including its cross-border transfer. Consent, as it is
proposed in the PIPL, creates a degree of legal uncertainty as consent is
always capable of being withdrawn. This uncertainty creates inherent
operational and compliance issues which could be avoided if other legal
grounds for processing are treated as equally legitimate alternatives to
consent. For these reasons, we urge the Commission to adopt the concept of
“legitimate interests” of the processor as an additional processing ground,
which requires the processor to balance the risk associated with a particular
processing activity with the rights and interests of the data subjects. As such,
the Commission should reconsider how consent should work in practice and,
indeed, whether it is necessary in light of the protections for individuals that
already exist under various laws and regulations at national and industry levels.
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Additional comments

HAEE

We provide specific comments on Chapter IV of the PIPL in Part B.
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Overlap with other laws
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The wide scope of application of the PIPL causes overlap with existing laws,
regulations and guidelines.
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For example, the CSL covers “network data” which refers to “all kinds of
electronic data collected, stored, transmitted, processed and produced through
the networks”. Where there is any inconsistency in the overlapping parts
amongst the PIPL, the CSL and their respective subsidiary legislation and
guidance, it is unclear whether the principle of “a special law prevails over a
general law” or the principle of “a new law prevails over an old law” apply.
Similar issues may also arise with respect to the existing Archives Law.

Bln, W22 e “MEHA T WESBIRRIR “WiLMEINEE. 771
1550 MR ER)E R T 7 o IR NG BAORYE KL it fedi
SIREAT 1R W 455 22 i S L MY R s i e 4R 51 Z [ A AR A — S E &y,
WA ST R AL T — A B AT IS RN A A BE R o [FIRE,
FEIUAT I ST T JRAFAE S )

We seek clarification and detailed guidance on how the PIPL will interact with
these laws.

R, FATIAy B RENS I B A N AR B ORI IEAR ] 5% SR A AR A, JF it
PEHPELTE T -

In addition to reducing overlap and ensuring compatibility with existing laws,
we suggest also factoring in laws that are in the pipeline, such as:

bRk D 5 B AR E Sy, R SIUTIRE M R CN, BATEEGEE T
AT HERINFE &, 0
@) the Civil Code of the PRC, which was adopted by the 13th NPC and

will take effect on 1 January 2021, contains provisions relating to
personal data protection and privacy; and

REIRZEH®, COT% 13 meE A KM, kT 20214 1A 1 HiEit
17, B 50 NE BRI RFERBAT RIOIE; &

(b) the DSL, for which the first public consultation process was completed
on 16 August 2020.

BigLkesk, %5 T 20204 8 H 16 H& R IR ATFERE ..

We recommend refining the scope of the PIPL to minimise any overlap with
these and other data-related laws.
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FATE VOB NME SRR, AT ReR > 5 1A B A A S
a7

Furthermore, we suggest specifying (or providing ancillary guidance as to):
UEAh, BATTEBCAAR U] 2% T (B (A BRI -

(a) how any inconsistencies with other laws, regulations or guidelines
should be resolved; and

IRA 5 HAE . EEER S A BRI, e anfrabe, K
(b) how the PIPL interacts with other laws, regulations or guidelines.
NG BRI 5 HoAd kA R SIAH AR R

We urge the Commission, as a matter of priority, to examine the relevant laws,
regulations and guidelines which may overlap with the PIPL, and to discuss
with the relevant authorities with a view to harmonising the PIPL with the other
laws, regulations and guidelines. For example, other than the Cyberspace
Administration of China (“CAC”), the People's Bank of China (“PBOC”), the
China Banking and Insurance Regulatory Commission, and the China
Securities Regulatory Commission (“CSRC”) have also previously issued
regulatory requirements relating to data security and data protection.

AW IE LRI AT Re R 5D NG BIRIIAE R KA R LR
51, 5HREEHRFT AN NG B ORYIE S HARER . BRI R 5
—H i, BREFXODERMERPAE CBERT D b, PEARERT
C“RIT”H)  PERTRKEEEEEZASMPHEIERREEHE RS
C “SEMSR” ) Senith R AT FREE 2 e MEdE ORI (10 18 € «

Additional comments

AR

See a specific example of how the PIPL may overlap in our comments on
Article 13 of the PIPL in Part B.

CHHABATRANE B IES T =8N ME R, HP52aE R PAER
TRAPE T RE U] 5 BT IR A AL E B 1 B AR 1

Principle-based obligations
R X 5

We understand that the PIPL sets out general principles and anticipates
relevant authorities to formulate more specific rules.

FAVEE, A MNE BRI BT —BAEIEN,  HFFUAROC LG 2 i e 3k —
A B4 .

That said, certain provisions directly impose obligations on all companies,

including financial institutions. We submit that these provisions are not
sufficiently specific for financial institutions to understand the expectations of

14



the PIPL and the relevant authorities, and they cannot effectively assess their
legal and compliance obligations against their existing business practice.

HIME AR, B0 2% SOE 2 2 ELAEON B IE SR E N IO IT A 2w 5% . 3K
I, SR A AR, ARSI T NG B RVERIAR G X
BN REE B YRR, DR e R LA JE AT P Al LA b 55 35 3 iR
ANE R LSS

This is particularly the case for foreign financial institutions with a view to
developing their businesses in the PRC. The broadly worded obligations may
give rise to uncertainties as to their legal and compliance obligations and risks,
how breaches of the obligations may be enforced, and how their business
operations will be affected. This may discourage the entry and/or continued
operation of many foreign financial institutions, particularly where there are
cross-border aspects to their business or where they seek to leverage the
benefits of global expertise and centralised infrastructure, risk or control
functions. It is also likely to cause confusion for those using the services of
onshore data partners. This is supported by the 2019 China Business Climate
Survey Report jointly released by Deloitte and AmCham China,® which noted
that inconsistent regulatory interpretation and unclear laws and enforcement is
the top challenge for the services sector.

RSN R A S AE TP E AL S, SO R At IR R 0 X552l
J8 22 T3 T AN SE I, BRI R B RSO MRS, 3 s S5 B L B =4
DA PR DL HD 55 428 2 R BIERF RIS . IX R BE 4T i A 2 BEAh e LA
BEN A R Bk A R 2 AR, G RS Bl 55 B TR M T
[ PRk FiiR e AL . X s I Re R i B bR . BEAh, wi A
I o [ A st bl 1 2 S SRR S5 AR AL T 5, LS5 iR T S 2 R AT
eI TR . TEE A ESC E SR E AT 2019 48 A [H 7R 55 A B Al
SERN, B IMRE AT A — B0 A BT A 55 AT b i A S KBk ik, e BE
TR 1EDL.

We recommend the Commission consider:
PATR VL TR LT A% I

(a) having a lead, or coordinating, regulator (e.g. PBOC) in implementing
the PIPL for the financial services sector, including for the purposes of
formulating further rules or regulations in respect of the application of
the PIPL to the financial services sector, and how they are enforced,;

M — AR B P I E LR (N RAT) 7GRt AR 54T Mk 2T AT D S
BRI, BREH NG BORIIRAE SRR S AT K L AR A ki
i 5 BE— 5 U B R

5

Available at: https://www?2.deloitte.com/cn/en/pages/about-deloitte/articles/deloitte-amcham-2019-
china-business-climate-survey-report.html. See page 40 of the report.

& B R 45 . https://www?2.deloitte.com/cn/zh/pages/about-deloitte/articles/deloitte-amcham-2019-
china-business-climate-survey-report.html. ¥ WK 255 40 7.
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(b)

(€)

(d)

(e)

expressly acknowledging the relevant lead regulator (e.g. PBOC)’s
detailed guidance and practical examples on how financial institutions
can discharge their obligations, with:

WA RS I E N (kAT st LA B AT 55 107 5%
Pl 7€ RO VELR 4 51 AN Sefs], JF H:

0] a transparent and inclusive process that engages with market
participants (directly or through industry associations) in the
drafting process, to ensure that these guidelines are and remain
ultimately practicable and workable;

KAGEW K B BERWRER, EREEHBRRrimAlLE (B
gAY 25, DERZSER S BT H - B2
DIsEAlAT BAT 2 A R K

(i) a collaborative approach between authorities to ensure the core
aspects of the PIPL are consistently implemented by each
sector, and reduce the likelihood of regulatory arbitrage;

WA EEIA A, 6 0RD NG BRI O A RS
ATy — B, e A AT REE S

that rules, regulations or guidance applicable on a sectoral basis
(“sectoral rules”) should prevail over those applicable based on the
location of personal information processing activities (that is, if a
national financial regulator specifies certain sectoral rules, then these
sectoral rules should prevail over any general rules specified by a local
authority in the place where the processing activities occur);

ATV R T ROREN . VR e 5] C “4TMARI D R sk ARG T A
MNAG B AL FE B e S AR gl i, dn R [ o < e LA
VI AT, DS AT MY R 3 P A A 0T R A5 B AL P 3
FITAE L Rt 7 2 E AU 1€ AR T — D

any new sectoral rules for the financial sector either replace or
expressly supplement existing rules, to avoid overlap; and

AR < AT MBI ) R A9 AT SV R S P AR A EGR D B s b e AT R B
BRI ES; K&

that sectoral rules take effect at the same time as the PIPL, with an
adequate implementation period. We suggest this period should be at
least 24 months. If, for any reason, the sectoral rules cannot take effect
at the same time as the PIPL, we suggest an implementation period of
24 months after the sectoral rules are finalised to enable financial
institutions to fully understand the implications and formulate and
implement the necessary compliance measures.

AR5 A NAF BAORSIERIN B2 I8 TR paT e (AT
Wi 24 A o WERAT WA PR S5 KR g5 A A5 BRI
I AR, BATEBAER AT NG T 24 DHBIATH], ke
WUMIBENS 7890 1 FAT OFEMA, i e A0S Jl 7 )45 LA it o
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We would welcome the opportunity to be a part of this process.
AT KBS 56 KT

Additional comments

BRI

We provide specific comments on some provisions in Chapter VI of the PIPL
in Part B.

PATE RN NG BORIEH AN TEE TR LM AERE R T 5.
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Part B Specific comments on each Article

ZH BREFHOREERL

Chapter | General Provisions
%_E EJJ"J]

3

(a) Location of individuals protected

The PIPL applies to the “personal
information of natural persons in the
People’s Republic of China”. We assume
this applies to the personal information of
all persons physically within the borders
of the PRC rather than being limited to
Chinese nationals. However, unlike
under the draft of the Information Security
Technology - Guidelines for Cross-
Border Data Transfer Security
Assessments issued by the National
Information  Security Standardisation
Technical Committee in August 2017 (the
“2017 Cross-Border Transfer
Guidelines”) there is no clarification on
whether personal information on persons
outside of the PRC is regulated — for
example, personal information
transferred through the PRC where such
information is not collected or generated
in the PRC and not changed or
processed in the PRC; or personal
information that is not collected or
generated in the PRC, even though such
information is stored or processed in the
PRC.

(b) Broad scope of “analyse or
assess” as processing activities

We submit that the current concept of
“analyse or assess the behaviour of
natural persons in the PRC” under item 2
of Article 3 is extremely broad, such as
may include a wide range of activities that
are not intended to be in scope of the

In addition to the comments raised in Part A, we summarise in the table below our
comments and recommendations with respect to each Article in the PIPL.

FREAERAIE AL, TRBER AT KA NG BRI ES SR E WAL

(a) Clarify scope of individuals who
are protected

We recommend that the PIPL or
implementing  regulations to be
published at the time of promulgation of
the PIPL clarify the scope of individuals
whose personal information is intended
to be regulated under the PIPL.

(b) Narrowing down the scope of
“analyse or assess”

We recommend narrowing the scope of
item (2) to “using big data analytics to
analyse and assess the behaviour of
natural persons in PRC for profiling
purposes” to avoid unintentionally
catching legitimate operational needs of
multinational financial institutions.

(c) Deletion of catch-all provision

We urge that the PIPL focuses on PRC
processing activities to the extent
possible to avoid an expansive
application of the PIPL that conflicts with
the legal obligations of enterprises
operating on a cross-border basis, such
extraterritoriality being of serious
concern to the international business
community.

To the extent that extraterritorial reach is
required, the scope of application should
be clearly designated for enterprises and
individuals. In particular, whereas the
concepts set out in this article are like
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PIPL. For example, if read literally, the
PIPL may also apply to persons reading
legitimate news reports about natural
persons based in the PRC. However, we
understand that such circumstance is not
contemplated as being a regulated
activity given the exemption under Article
5.6(h) of 2020 Specification.

(c) Catch-all provision

We also submit that the current “catch-all”
at item 3 of Article 3 prescribes for very
broad interpretation and creates
uncertainty which could result in
conflicting legal obligations with respect
to processing activities of financial
institutions outside of China. The similar
provision under Article 3 of the GDPR
does not provide for such a catch-all and
we urge that the Commission considers a
similar approach given the clear
sensitivity that such extraterritoriality
would have for international financial
institutions.

(d) Wide application of PIPL

Though Article 68 excludes certain
activities conducted by individuals, the
PIPL generally applies to both
organisations and individuals.

The California Consumer Privacy Act
(CCPA), for example, only applies to for-
profit businesses that do business in
California and meet certain conditions
(1798.140).
(e) Lack of deceased
persons

clarity on

It is unclear whether the PIPL applies to
the personal information of deceased
persons. The GDPR, for example,
clarifies in the recitals to the regulation
that it does not apply to deceased
individuals.

(a) BZHRIPIARIMR

those under the GDPR, the GDPR and
its implementing rules and supporting
caselaw seek to provide further detail on,
for example, when an overseas business
operator could be seen as offering goods
and services in the EU. The
implementing rules of the GDPR further
discuss how extraterritoriality is aimed
only at an intentional, targeted offering of
goods or services to individuals in the
EU, as opposed to where the provision
of goods or services is incidental or
inadvertent. We urge that the PIPL must
prescribe similar indications as to the
extent of its extraterritorial application on
the offering of goods or services.

(d) Reduction in scope of
relationships regulated

We recommend that the persons
regulated under the PIPL should be
limited to organisations. Individuals,
business and commercial relationships
should not be regulated by the PIPL.

(e) Clarification on deceased
natural persons

We recommend clarifying whether the
PIPL applies to the personal information
of deceased persons.

(a) BAMZARIPIARTER
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MNE BRI EEAT e NRILAE
BENEAANANERE” o AR IXIEH
TAEYE AT ERAMAE AN
55, MAMURTHEARMNANGEE.
HE, S5&EERLZeEREMERERS
T 2017 4 8 H KA “fE R LeHA-
T R (W 1= W IR (150 = SN
( “2017 EHB|HERLITMEEE” ) M
b, AMNMNE BRI T E A A1
MNEEEEZBME R, WMAREH
BIE - B, sk EE R EBEAR
] 458 A WSC B B8P At SR 7 HP T P B ek
RIS NAG B BRI B8 9 A7 Bl A
R AR o BB R B AR S N E
=]

e o

“OrtneiT” {ERAERERHISER
HOBEZ

BATAAN, HATE=4 (2D LT
NS PN BARANBIAT N R
ST IEZ, Flnal e E s R A
AN NME B IETE S5 sh. 1
w, NFmEE, MG BRI LR
EAF LT ESRN BRANNAER
HREHN. HE, RIMNEM®, ¥ T
2020 EMIEE 5.6 (h) Z6T0 1 HIE %0
FE s IXFHE LA 2 I E TS E .

(C) IE'\%E%%

BATEIN A, HETBE=45 (=) ThK
MFEVERL A B iz AR R 2 R IR A1)
T AN, WRsSHSEMMTE T
] 355 41 1) Ah B Bl A S IRV S5 R A
%, GDPR % 3 20 F FIZRIUFL E FE R
EAREFE AL E , B R BRI AMNE
Xt T [ Br & AT 1T 5 A B8 A SRk
BAMEVE 1 T2 FERAUERAMSZ: .

(d) MAEERFRFZENEZER
JAE SN+ )\ GFHERR 7 NBEAT 3L

2, AN NGB RIS LRI E A T
HLFIAN N

(b)

FATEB, AR NGB ORYER BT
AT I NAS 2 ORI 1% B it 48 U 7 B
i HANE B Z 2 NG BRI
T RE A NI

(b) Ga/s “ortrEEE” BHSEE
WAV W HE (=) T E 45NN

“ULOY P AR O BB AE R R EdE o A
5 o B R OR Al AR B A H RN AT

J97 DG T R IR B R 4 LA
R TR

(c) MBREIFEMEFRR

AT, A NAF BRSNS ] RE
RETHEBAKEEEZ), LU
MNEBRIERN 2 EH 2255
125 WAk i A OS5 AR R A, 1 R B
e F 0 XA NI ™ B RV

R A iE B A M, N A4k
AMAS N EEAEE. tHE, R
EARZ T A H S S GDPR TR
RE AL, {2 GDPR S 3 Sz i 4 I A
Bt 2 1 P05 v B0 T 4R L T 2 4
5B, B, xR T A AT R — g A&
B N TE KR B8 AL v A IR 45 ik —
A IE . GDPR ) SE it g U 3 — 5 i1 18
T ANER A X &L AR
Hby ) R R 358 P A N B AL B o BRUIR 45 AT
9, T A4 B AR M B 7 b B A R
R SHIENL. ATEIN, DMAGEEMR
PR FAE S A E T PR AL R A B
2 MIFEBEAE tH 2R E

d) BOZBERXRRNER
ARV, ZAANERRIERERA
MR FARA . AN AL FRFE LR
REARZ BN NG B RIVER R .

(e) MAZERTERTEHBERAES
ME

HATE VRN NG BRIVERTE
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CAUES

B, N T %R A R R VE D)
(CCPA) & A T-7E I T e b 55 -k
JE RS AR B R Al O BV 2R
1798.140 %) .

(e) MIEEFHINAEERBRIPIETIAT

MAE N NG BRI ERTEH T
WEPINNEE. B, GDPR 7£i%
M2 T 2K P B B T AN &
I AL RN

The definition of “personal information” is
narrower than the equivalent definition
under Article 76 of the CSL which
additionally refers to various information
“used alone or in combination with other
information to recognise the identity of a
natural person” and gives a number of
express examples. This difference in the
definitions may be confusing for the
enterprises to apply in practice.

We agree that the definitions of
“processing” and “personal information”
could be broad, if precisely set out.
However, we strongly believe that
inclusive  definitions like that of
“processing” and terms like “other such
activities”, if not precisely defined, should
be avoided, as they are very difficult to
apply in practice and carry a high risk of
inconsistent application.

“PNERT B AL S 2 238 b
TANFTHIE LEAE, MBZeEd “4
MEE” e CEHE T “HhscE 5HA
FRAERMNERAD AT B&ME
B, AR TIFZHIT. E XTH X
72 5 7] e o T B AR S B i Y I R
=%

HANF R, WRAE L WIRRUE RIS, “4
B “AANER” BE X RSMRE
Z. B, BATRERIA, WREAT VI
SE SC, U6 G Ao P B s S (e Ak
B SO M “ 5SS 2 RIR
®, BOATESEEPEAMRMEE M, HAFE

i =t A SN RN EDSY (S
5E o

(@) Resolve the discrepancy in
definition of “personal information”

We recommend aligning the definition of
“personal information” to that under the
CSL.

(b) Narrow the definition of
“processing”
We recommend that any additional

activities that the government views as
constituting processing should be
expressly set out in the definition.

(a) BR “PARBR" EXA—HiE)RE

ATV “DMANEE” #IE X 5ME%
LATRINT B SRFF— 2L

(b) &y “2IB” BIEEHE

AT BCAE RE S WA 51 HH U A S
JRAL PR AR ] HoAh I 50
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BIA
10

& A — BUIAR K MU

It is unclear what “necessary measures”
should be adopted to safeguard the
security of the personal information.

AN SR AR b BTl SR DR
ME B4,

The DSL is formulated, among others, to
safeguarding state sovereignty and
national security (according to article 1 of
the DSL). Therefore, the prohibition on
organisations and individuals to process
personal information in a manner which is
prejudicial to “national security or public
interests” overlaps with  obligations
provided under the DSL.

The reference to “administrative
regulations” may have an unintended
effect of requiring private entities to
adhere strictly to recommended
standards which do not have the force of
law in the first place. This Article may
therefore expand the scope of application
of those standard and uplift the
punishment for existing requirements.
We believe the original intention of those
requirements should be upheld.

We recommend clarifying the “necessary
measures” that the personal information
processors should adopt and whether
this includes compliance with industry
standards as opposed to only mandatory
requirements.

AT VRS B NAF B AL B 2 NR AL
b g HE ", F BIRX e A
BRI ST AT M b v, 1 AR IR S 5 )
R

(a) Omit overlapping concepts

We are of the view that the DSL is the
better law to deal with matters of national
security or public interest and therefore
this article of the PIPL is unnecessary
and should be deleted to avoid creating
confusion through overlapping
obligations. This is a more general issue
that should be addressed through the
DSL.

(b) Application of
requirements

non-mandatory

Furthermore, we recommend expressly
clarifying that:

e processing activities should only
need to be conducted in compliance
with mandatory requirements under
relevant laws and regulations; and

e entities will not be required to strictly
adopt recommended standards or
best practices (which should be in
line with international standards as
mentioned in our recommendation
on Article 11), but there should be a
degree of discretion as to the
standards or practices followed to
allow entities to comply with or go
beyond the mandatory requirements
under the PIPL.

Bk BIREERRSLERNZ RN THEFE  (a) WRRESMEES
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K ERME K 24 RYEHIE 2 V55—
%) o ik, ZEHAMNS NNERBE
“ER LA AHE” KNG B AL
WHEIIRE, 55 2 ik pr e 1 55
FEES.

R “ATBUEM” AT RE 2 E I B AT
ROR S RIVESRFL N SR A% 8 <7 A AR
e, X LR SR A AT I 1
PRIE, A SRAT AT RES AKX L bR 1 38 F VS
i, IR R EA ERATER AR .
FATN I ELZLR T NLAT DLYES

We note that the State will establish a
system for personal information
protection.

We add that the implementation of global
standards and other systems is crucial to
developing the PRC financial market and
attracting foreign investors. This s
particularly relevant to multinational
financial institutions which typically use,
process or store personal information in
multiple locations. If the system is not
compatible with international standards
and other systems, it may result in
conflicting legal and regulatory
obligations, which will pose significant
challenge to multinational financial
institutions.

ANy, Bl 2 4 R AL B [ R % 4
B SN 28 2 55 N S A R A, DRI
NNE BRI T I — 20 b Z A
HEME, NMFMER, URESES
M3 N P o 3K 2 — A B — Mk i 17
A, N R AR R

(b) FESEHIMEZKAYIE
BEAk, B T B A 15 A -

LI (S VL S EPS PR E A7 S
I EZSR; H

o BANSEARTC TR AR A A MR ARAE
I RS (X SeAR e SR R 2 N A
AT A — 25 IR B BT
RN EBRFRED , AEX T 750G
LR B A — BRI A
B, DUE IS e 7 A N M5
JEDRAP RIS F) 56 ) 1k 2SR B £ 4
SRFIVEZSR DLAMSIE 2

We make the
recommendations here:

following

(a) Adopting existing international
standards and best practices

We are of the view that any system for

personal information protection
established by the State should
recognise and adopt relevant

international standards as much as
possible. If full adoption is not possible,
the system should be aligned with
relevant international standards, and be
formulated by having regard to overseas
practices to ensure the efficient flow of
personal information and compatibility in
practice, particularly in the context of
cross-border financial activities.

(b) Involving impacted foreign
entities in the design process

Given that foreign entities will be

materially impacted by the extra-
territoriality of the PIPL, we recommend
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HANEER], EFREEA NG BRI
.

Bk, St s BRIE bR A FL Al i B, X
R v [ < R T 3 M 51 A Bl 4 B 3 2 ok
HE, X5EESMYAICEASR, B
A E RS R AL A A
MNEE o A% EE 5 FE B o A A 1
FEH A, WA A P EOEHAMEE X
SRR, ORI FE e R AL R AL R K
Pk o

We note that the State will participate in
the formulation of international rules on
personal information protection, promote
international exchange and cooperation
in the area of personal information
protection, and promote the mutual
recognition of personal information
protection rules and standards with other
countries, regions and international
organisations.

TIEER, ERES 5D NERRYE
BRI A5 et A5 B ORGP U Y
b2 5 G618, et 5HAME S, Hh
DX AN PRl 212 T AR AN AT AN A5 S AR T
TR IUFIRRAE o

6

that the government establishes the
system with participation on a voluntary
basis by relevant stakeholders, including
foreign entities, to ensure practicality and
effectiveness.

FATAE B FEH PUR 2
() RANBNERFRREMRENE

AT, B FE SR NME B AR
7 1) 55 #4815 R AT i U N SR A O )
[ BrbrdE. WRITEET KM, s
JEE R 55 A 2K 1) [ B b #E B A 2 — 2
P, ELAE ) 5 B 25 8 8 35 A 1 S B
LB DR AN AT B 15 2800 Bl B 5 B i vk
sz CJCH 21 5 5 e s 2 1R 15 58
™) .

(b) iEZEMIME S 5T SR

& T ANE SR8 Z 24 N B ARTE R
SRAMEBUI B, BATE BT
LA AR E (BEAESNE L) AR
Z 511, DL OR SE R PER 2bE

We recommend that international
standards with respect to cross-border
transfers of personal information — such
as the APEC Cross-Border Privacy
Rules (“CBPR”) — are taken into account
when designing the cross-border data
controls to facilitate the secure flow of
personal information under Chapter 3
and elsewhere in the PIPL.®

PATEW, VSRR EIN, N
# E B R NE BB 4L E Brbs
(130 VK 28 A 4H 23 1) i 45 AL 3 )
(CBPR) , UMERFEN NG BRI IEE
= AN AN ER 43 A AT E AN S B
o o R B

For example, the Cross-Border Privacy Rules (CBPR) System developed by the Asia Pacific Economic
Cooperation (APEC) forum: http://cbprs.org/.

B, HBEREFEEHAL (APEC) WIRTTRIEHEAFN (CBPR) #%i: http://cbprs.org/.
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Chapter Il Rules on Processing of Personal Information

FE PARRAERL

13

We note that more grounds for collecting
and processing personal information
have been introduced under the PIPL.
However, there is no provision equivalent
to the ground under Article 6.1(f) of the
GDPR in respect of “processing...
necessary for the purposes of legitimate
interests pursued by the controller or by a
third party”, although this has been
introduced in a number of Asian data
privacy regimes.

We also note that only five out of the
eleven exceptions to consent under the
2020 Specification have been included
under the PIPL. In addition, more
practical processing grounds are seen in
the data protection regimes of other
financial centres in Asia /. Although
“legitimate interest” is not explicitly stated
in the laws to those regimes, more
specific grounds are provided to allow
enterprises to carry out functions without
causing disruption to normal and
legitimate activities. Seeking individuals’
consent can be impracticable and
negatively impact activities in the finance
service industry such as conducting risk
assessments and combating financial
crimes such as anti-money laundering
(which relies heavily on public domain
data (sanction lists, court decisions,
bankruptcy information, etc.)).

Separately, in the context of the collection
and processing of personal information in
an electronic form through a network, it is

7

Blan: o (A ABORMRSE)

We recommend that the PIPL avoid
establishing consent (in any form) as the
primary legal basis for collecting, using,
disclosing or otherwise processing
personal information including its cross-
border transfer. Consent, as it is
proposed in the PIPL, creates a degree
of legal uncertainty as consent is always
capable of being withdrawn. This
uncertainty creates inherent operational
and compliance issues which could be
avoided if other legal grounds for
processing are treated as equally
legitimate alternatives to consent. For
these reasons, we urge the Commission
to adopt the concept of ‘“legitimate
interests” of the processor as an
additional processing ground, which
requires the processor to balance the
risk associated with a particular
processing activity with the rights and
interests of the data subjects. As such,
the Commission should reconsider how
consent should work in practice and,
indeed, whether it is necessary in light of
the protections for individuals that
already exist under various laws and
regulations at national and industry
levels.

For example, the Singapore Personal Data Protection Act (Third Schedule, article 1(c)) permits the
use of personal data about an individual without consent in various circumstances including where the
personal data is publicly available. Likewise, under the Hong Kong Personal Data (Privacy) Ordinance,
data collection and use for the function and activities of firms are generally permissible so long as
notification is provided to data subjects (DPP1 Schedule 1 of the PDPO).

(B =58 1(c)2%) RVFEEFERT DM ANBA NBR AT LL A TF 53
EREMIEOLN, AORAFRBEMAEMIZEN TR, R, £5E CPABE (D %460 T, H#E
Bl EAIRA T R, WAl AR RE S ST B B A BB — B SR VI C K AR (RARRD 5%
B) PR 1 OREEBORHE A EE 1 WD .
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unclear how the consent requirement in
Articles 41 and 42 of the CSL would work
in light of the processing grounds (other
than consent) in Article 13 of the PIPL.

We recommend that, if the Commission
believes that it is not appropriate to
include a “legitimate interests”
processing ground in the PIPL, the
ground of “where processing is essential
to maintaining safe and stable operation
of a product or service” provided under
the 2020 Specification should be
included in the PIPL as an exception to
obtaining consent. The Commission
should also consider including in the
PIPL other exceptions to consent from
the 2020 Specification to maximise the
practical efficiency of doing business.

We suggest clarifying how the consent
requirement/principle set out in Articles
41 and 42 of the CSL should be
observed in light of the processing
grounds (other than consent) in Article
13 of the PIPL. We also suggest
clarifying “circumstances as may be
provided by laws or administrative
regulations” with a list or hyperlinks to
appropriate laws, rules, and regulations
to provide greater clarity.

In addition, we suggest clarifying
whether Article 13(3) of the PIPL
includes fulfilment of duties,
responsibilities or obligations under
overseas laws and regulations. This is
crucial in enabling international financial
institutions to meet their compliance
obligations (and such compliance is
frequently monitored by the financial
regulators in China).
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We note that any consent for processing
personal information must be given
“explicitly” / “unambiguously”, but this
concept is not explained in any more
detail. Although an “opt-out’-type of
consent, or consent implied through
action, is not expressly prohibited under
the PIPL, it is not clear from the terms
“explicitly” / “unambiguously” whether
consent must be given expressly or by a
positive act.

This Article also introduces a concept of
a “separate consent”, which will need to
be obtained from a data subject in
respect of certain processing activities
prescribed by law and regulations. In the
PIPL, “separate consent” is also referred
in Articles 14, 24, 26, 27, 30 and 39.
However, there is no definition of, or
further explanation how to legitimately
obtain, “separate consent” under the
PIPL.

In addition, the Draft PIPL does not
address (in Article 14 or elsewhere)
situations where enterprises collect
personal information indirectly, as is
contemplated clearly under the 2020
Specification (Article 5.4(e)). This should
be resolved in order to enable enterprises
to collaborate for the sake of business
efficiencies and in the interest of
customers and employees.

We note that, where there is a change in
the “processing method” that a data
subject has previously consented to,
consent of the individual should be
sought again.

On the other hand, it should also be
borne in mind that individual data
subjects are not likely to wish to be
constantly approached to provide
separate consents each time, which may
result in so-called “consent fatigue” — i.e.
the individuals may not take time to
understand the consent notifications and
just accept and move on, which defeats
the PIPL’s objective of ensuring that

We recommend as follows so that
financial institutions can better
understand how to satisfy these
fundamental requirements under the
PIPL in practice:

(a) Meaning of “explicit” or
“unambiguous” consent

We suggest clarifying the meaning of
consent being given “explicitly” /
“‘unambiguously”.

(b) Meaning of “separate” consent

We suggest clarifying the meaning of
“separate consent”.

(c) Indirect collection of personal
information

We suggest explaining explicitly the
viability of consent being relied on by the
personal information processor in the
circumstance that personal information
is obtained indirectly by the processor.
This would accord with the requirements
for indirect acquisition of personal
information under Article 5.4(e) of the
2020 Specification.

(d) Renewed consent

What would constitute a "change" in the
method of processing personal data that
would require a financial institution to
have to obtain a new consent seems
difficult to assess i.e. whether all
changes in method of processing should
trigger this obligation. We suggest
removing this concept from the PIPL or,
if it must be retained, it will be important
to clarify the meaning of “change in the
method of processing personal data”.
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individuals are ideally informed of the
circumstances surrounding the collection
and processing of their personal
information.
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This article states that personal
information processors may not refuse to
provide products or services even if an
individual does not consent to the
processing of his/her personal
information, except where the processing
of personal information is necessary for
the provision of products or services.

ARFEHE, BMEN AAF B IA NG
By NG BALHE W AG IR IR O i
ERST; AEA NGB R T4 fheL

F RS BT 75 IR A o
The circumstances under  which

confidentiality must be preserved are
unclear. For example, a standard
confidentiality clause in a commercial
contract would appear to trigger this
exemption.

ATE RIS L TN AR Ik
5 7 H AR R DR 2% R DA ] fih S Tt
it

The concepts of “personal information
processor’ seems well defined under the
PIPL but the concept of an “entrusted
party” is vaguer. Other international
regimes, notably the GDPR, have
specific definitions of “data controller” and

We recommend that the obligation to
continue the provision of products or
services under this article should only
apply where the personal information
that the organisation seeks to collect and
process is not within the reasonable
(objective) expectation of the individuals
concerned.

We submit that necessity is a high
threshold and organisations will find this
requirement challenging as there will be
circumstances where it is reasonable to
expect that personal information would
be processed although it may not be
strictly necessary to process personal
data, for example, where an organisation
wishes to engage vendors to process
personal data.

AR, A BALF R4k
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We recommend clarifying the
confidentiality requirements
contemplated by the article to allow
financial institutions to comply in
practice.

AT B HE UL A 2% Ok T IR IO
€, AL RENS SEPRIBAT .

(a) Differentiation of concepts of
“controller” and “processor”
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to allow a clear
designation of different rights and
obligations in flows of personal
information. Given the importance of
service providers and other types of
“‘entrusted party” in a vibrant digital
ecosystem, the PIPL may benefit from
similar specificity. As an example, we
note that “controller” is defined clearly
under the 2020 Specification (and its
previous iteration) (Article 3.4) but a clear
definition concept of “processor” s
omitted.

‘data processor”

Although the PIPL sets out the
obligations of an entrusted party which is
entrusted to process personal
information, it is unclear how liability
arising from the infringement of a data
subject’s personal information rights
should be allocated between the personal
information processor and the entrusted

party.
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(a) Separate consent for transfers to
third parties

Separate consent is required from
individuals where a personal information

We recommend that clearer delineation
is prescribed under the PIPL for the
concepts of “data processor” and
“entrusted party” (or alternative phrases
such as “data controller” and “data
processor’ are adopted to align with the
terminology of other international
markets).

(b) Liability allocation
We suggest clarifying how an entrusted

party will be liable to a data subject under
the PIPL.

() By “fEHIE” F1 “QEE” MBS
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(&) Reduce (if not remove) separate
consent requirements

We suggest specifying that the
disclosure of personal information to
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processor engages a third party to
process the personal information.
However, in such circumstances, there
may be other legal basis for processing
personal information. Moreover, this
requirement is not consistent with Article
13 as Article 13 provides other legal basis
apart from consent for a processor to
process personal information.

Also, it seems impractical for the same
requirements to apply to transfers of
personal information within the same
corporate group (including between
different branches) as for transfers to
third parties, in particular that separate
consent should be required for affiliate
transfers.

(b) Notification requirements

It would not be practicable to notify
individuals of the identity of each of third-
party recipient, the contact information of
the third party, and the processing
method, as required under this article.

In addition, in business activities
conducted between two entities, there
could be cases where certain personal
information is provided by one entity to
the other. It would not be practical for the
receiving entity to reach out to the
individuals directly to obtain their
consents to onward disclosure of the
personal information to a third party.

(c) The second paragraph of this article
asserts that third parties may not use
technical or other methods to reidentify
individuals in anonymised information.
However, pursuant to item 4 under Article
69, anonymised personal information is
required to undergo processing to make
it impossible to restore the identity of the
individual. Therefore, this second
paragraph would seem redundant.

(a) AIE=FRHE2ANEFLBER

third parties is permitted if any of the
processing grounds established under
Article 13 (other than the consent of the
individual) is met.

Also, we suggest expressly providing
that where a processing ground applies
pursuant to Article 13, the sharing,
disclosure, and transfer of personal
information: (1) within the same
organisation or corporate  group,
including between and among different
branches; and (2) with the organisation’s
third party vendors (for example, for the
purposes of the performing or fulfilling of
a contract with data subjects such as the
organisation’s clients or employees),
should not require a “separate consent”.

(b) Narrow notification requirements

We recommend that the categories of
recipients be notified to individuals
instead of the exact identities of the
recipients. This is consistent with
international norms, including GDPR
(Article 13.1(e)).

(c) Indirect acquisition

We recommend clarifying that, for further
disclosure of personal information
disclosed by one entity to another entity,
the receiving entity can rely on the
consent provided by the disclosing entity
to further disclose the personal
information to any third parties (instead
of requiring that the receiving entity
obtains consent from the relevant
individuals directly). This would accord
with the requirements for indirect
acquisition of personal information under
Article 5.4(e) of the 2020 Specification.

(d) Anonymisation
In addition, we would recommend that

the second paragraph of this article is
omitted for the reasons cited.

(a) BHE GEIERNER) RMEZEXR
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There is no threshold or other guidance
as to when guarantees of transparency,
fairness and reasonability are triggered
when personal data is used in automated
decision making (“ADM”). While it can be
argued that the principles of processing
(e.g. Article 7 in respect of openness and
transparency) can be said to apply
generally to all forms of processing,
Article 25 is specific in that it requires
“reasonability of the handling result” to be
guaranteed. This is problematic owing to
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We recommend that such guarantees be
provided only if use of ADM “produces
legal effects concerning him or her or
similarly significantly affects him or her”
and where solely ADM is used.

For the obligation to explain to not be
subject to ADM processing, we
recommend clarifying what would
constitute “material influence in their
rights and interests”.

include

Further, we propose to
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the black-box uncertainty and “un-
explainability” that is inherent some Al
algorithms we see today.

This article further introduces an
obligation to explain, and for data
subjects to not be subject to, ADM
processing if there is a “material influence
in their rights and interests”.
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It is unclear what is concept of
“publishing” under this Article is intended
to entail.

This Article addresses separate consent

for the publication of personal
information.

BTN “ATF BAE ARSI
B o

AR AT NG B BRI F

exceptions to such obligation where (i)
an individual’'s consent has been
obtained, or (ii) it is necessary for
performance of the relevant contract to
do so; or (iii) otherwise lawful to do so.

These proposals are consistent with
international norms, including the GDPR
(Article 22).
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We recommend clarifying the concept of
“publish” under this Article, which may
similarly to the 2020 Specification
include an exception for disclosures by
the personal information processor to an
affiliated entity.

If an organisation is beholden to a “just
in time” consent requirement, this article
could create an operational challenge
and we recommend consent be obtained
at the point of collection or disclosure.
Repository maintenance of multiple
consents will create additional concerns.
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We note that the PIPL imposes additional
obligations on disclosure of personal
information.  Separate consent s
necessary where the processing cannot
be conducted within a reasonable scope
related to the purpose for which the
information was originally disclosed or, if
such purpose is unknown, to use the
information would have a material impact
on the data subject.

However, with many financial services
firms increasingly deploying automated
software and other tools to collect and
process personal information from the
public domain in order to enhance
business efficiency (e.g. supporting risk
assessment business and for combatting
financial crime through AML/KYC
processes, which rely heavily on public
domain data including sanction lists,
court decisions, bankruptcy information,
etc.), especially with use of such
technological tools being promoted by the
People’s Bank of China’'s Fintech
Development Plan for 2019-2021, it
would be difficult for financial institutions
to contact and obtain consent from all
customers and prospective customers for
these purposes.

In addition, it is unclear what is the
meaning of “reasonable scope” under
which no consent is required from the
relevant individuals.
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We suggest that the PIPL could refer to
the 2020 Specification  whereby
automated  software and  similar
techniques can be adopted to collect and
process personal information in the
public domain without the need for the
data subject’s consent.

We suggest clarifying the meaning of
definition of “reasonable scope”, e.g. by
explicit cross-reference to Article 7.3(a)
of the 2020 Specification if applicable.
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Chapter Ill Rules on Cross-Border Provision of Personal Information
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The definition of “sensitive personal
information” is different from that under
the 2020 Specification.

“BURANNER” EXS 2020 HHE
N HRE XA FANA .

This article requires separate consent for
the processing of sensitive personal
information.

In business activities conducted between
two entities, there could be cases where
certain personal information is provided
by one entity to the other. It would not be
practical for the receiving entity to reach
out to the individuals directly to obtain
their consents to process the relevant
personal information.

We recommend
definition of  “sensitive  personal
information” should be followed and
being consistent across different rules
and guidelines to assist ease of
compliance.

clarifying  which
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As for Article 26, if an organisation is
beholden to a “just in time” consent
requirement, this article could create an
operational challenge and we
recommend consent be obtained at the
point of collection or disclosure.
Repository maintenance of multiple
consents will create additional concerns.

We propose to include clarification that,
for processing of personal information
disclosed by one entity to another entity,
the receiving entity can rely on the
consent provided by the disclosing entity
to process the sensitive personal
information (instead of requiring the
receiving entity to obtain consent from
individuals directly). This would accord
with the requirements for indirect
acquisition of personal information under
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(@) Lack of clarity on security
assessment and certification
requirements

It is wunclear whether the security
assessment under item 1 of Article 38 and
the certification under item 2 of Article 38
constitute one-time processes for each
transfer, or if they cover repeated
transfers of a similar nature. The scope of
the assessment and the certification are
also uncertain. In particular, we are
concerned that requiring assessments/
certifications for each and every transfer
are disruptive to business. Cross-border
transfers within financial services groups
are too frequent in the modern world of
finance.

In addition, the identity of the
“professional agencies” and the scope of
their responsibilities in the certification
processes is unclear.

Article 5.4(e) of the 2020 Specification.

We would also urge an exception is
provided where processing sensitive
personal information is required by law
and to protect vital interests.
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We propose clarifying the specific
requirements for completion and
frequency of these security assessment
and certification obligations. For
example, the 2017 Cross-Border
Transfer Guidelines began to provide a
level of detail that was more illustrative
for business operations. Similarly, under
Article 3 of the draft Measures on
Security Assessment of Cross-border
Transfer of Personal Information
released in June 2019 (the “2019 Draft
Assessment Measures”), cross-border
transfers of personal information did not
require further assessment for a period
of two years unless the purpose,
categories or overseas storage periods
of relevant information were changed.

If a security assessment or certification
requirement is to remain, we would urge
an exception for intra-group transfers to
facilitate efficient business operation.
See our similar comments in respect of
Article 24.
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(b) High level requirements on
contracts between personal
information processors and

foreign recipients.

Item 3 of Article 38 provides an option for
a personal information processor to
transfer personal information outside of
the PRC by concluding a contract with the
foreign recipient. However, the PIPL does
not provide any details on the necessary
contractual terms.

In addition, we recommend that more
detail is provided on the identity, location
(onshore or offshore) and the scope of
responsibility of the professional
agencies involved in the certification
processes in order to ensure that there is
transparency and accountability for
financial institutions which are the
subject of the processes.
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We suggest that if any contractual terms
are mandatorily required, in order to
allow financial institutions to understand
their obligations in practice, including in
respect of onward transfers from the first
overseas recipient, any implementing
regulations or guidance should clarify
that enterprises can rely on contractual
terms that conform to international
standards.
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(c) Affiliate exemption

We note that “third parties” is very broad
and would arguably include affiliated
persons.
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(d) Other exemptions

In digital economies where transnational
business promotes trade and improved
service offerings, other markets provide
other transfer mechanisms to facilitate
legal and secure cross-border transfers of
personal information. The options
available under the PIPL are arguably
lacking diversity to promote efficient
business operations for the benefit of
individuals within the PRC.

(d) Hftig R

FE B I MY 55 e Bk 51 2 AN TS Ak 55 B 4 O 5
TG, HALTT A AR AL,
PAEAN AN B Sk H g ettithis. PARE
BORIIE T RS AT RER = A, Toik
e 2t DA (358 AN AR 2 0 3 1] ) s 2K

W5 E .

ATV, o i) E SR B B AR & [F) 2%
A M fE T < AL A 2R A A A7 7 S B2k
TS5, BIEH RMAT— KBSk
Ji W) Ja B Re R 55, A AT St 4 U e 4
1L B Afy £ b AT AR A B B A 1) 15

— +
R 2% 3K

We suggest expressly providing that the
sharing, disclosure and transfer of data
within the same corporate group
(including between different branches)
should not be subject to any security
assessment from the PIPL.
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We recommend that other options to
facilitate overseas transfer (without
separate consent — see our comments
on Article 39 below) should be included.
Options to be considered include binding
corporate rules, model contracts and
certification schemes including the
APEC CBPR as noted in our comments
to Article 12.
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If the personal information of a data
subject will be transferred outside the
PRC, the personal information processor
must notify the individual of the identity
and contact details (among other things)
of the data recipient and a “separate
consent” should be obtained from the
individual.

Notifying individuals of the identity of the
exact recipient of the personal information
is not practical for business. For multi-
national companies, the list of recipients
is often extensive. In addition, the list of
recipients may change from time to time
due to business needs. In addition, similar
to our comments on Article 14, requiring
individual’s consent for every situation will
place unnecessary burden on the
individual and may result in “consent
fatigue” without furthering the individual’s
privacy rights.

Clients of the financial institutions will
comprise institutional clients rather than
individuals, so it is technically not the
counterparties’ consent that is required to
collect and process any personal
information, for instance for anti-money
laundering / know-your-customer
purposes (e.g. the information of the legal
representative, directors, etc.). Market
practice is that financial institutions in the
PRC will seek contractual confirmations
from the institutional client that it has first
obtained consent from its representatives
to provide their data to the financial
institution as it is impractical for the
financial institution to obtain each data
subject’'s express written consent in this
scenario. This accords with the
requirements for indirect acquisition of
personal information under Article 5.4(e)
of the 2020 Specification.

€) Notification and consent

requirements

Please see our comments on Article 14
in respect of the vagueness of the
concept of “separate consent” and
clarifying the meaning of “separate
consent”. Please also see our comments
on Article 24 in respect of the
recommendation that: (1) no separate
consent should be required for the
transfer of personal information within
the same organisation or corporate
group (including between different
branches), and for transfers to third party
vendors, where a processing ground
under Article 13 already applies; and (2)
that only the categories/types of third-
party recipients should be notified to
individuals.

We would strongly recommend that the
Commission considers that it would
otherwise be difficult and impracticable
in practice for financial institutions to
satisfy this obligation if it requires
enterprises to inform data subjects of the
specific identity and contact details of
each data recipient in advance of the
transfer, rather than just the
categories/types of third party recipients.
The interests of data subjects ought to
be assessed and balanced against the
practical difficulties in the circumstances,
especially where transfers are just to
intra-group affiliates.

We recommend combining Articles 38
and 39, such that transfers of personal
information to parties outside the PRC is
permitted if any one of the following
conditions in Articles 38 and 39 are met.
Please see our recommendations on
Article 38 above.

We also recommend specifying whether
the indirect acquisition of personal
information is recognised under the
requirements of the PIPL.

(b) Local copy requirement
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(a) Reconsideration of the

localisation requirement

We assert that the proposed
requirements around data localisation in
Article 40 should be reconsidered, as

We suggest clarifying whether retaining
a local copy of the personal information
transferred overseas is also generally
required.
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We strongly suggest removing the
requirement to store personal
information only in the PRC. Instead,
new arrangements should be
established to provide adequate
protection to the data transferred
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localisation of personal information does
not serve effectively to improve protection
of individuals’ rights and interests. In
contrast, requirements mandating
personal information to be retained
onshore or be subjected to administrative
procedures before transfers can be made
are counterproductive. Localisation
requirements give rise to many
disadvantages including curtailing the
financial industry’s growth and
compromising the effectiveness of
cybersecurity and risk management
controls. The restrictions serve to reduce
product and service offerings, and impair
the quality of any offerings, to Chinese
clients, and ultimately negatively impact
China’'s role and participation in
international trade flows.

Also, there are legitimate reasons for
storing personal information outside the

PRC, which we do not Dbelieve
compromise  national  security  or
individual’'s  rights. For example,

multinational organisations may need to
transfer aspects of employee personal
information to head office to facilitate
effective human resource planning and
management. It is not practical to restrict
the storage of personal information to the
PRC in such circumstances.
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offshore.

Alternatively, if a localisation
requirement must be retained, we
suggest at least removing the

requirement for security assessments to
be completed by the State cyberspace
authorities before financial institutions
can transfer personal information outside
of the PRC if they handle personal
information above a certain threshold.
This type of assessment on the basis of
guantum of personal information
involved is not in line with international
norms.
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(b) Lack of definition of critical
information infrastructure (“CII”)
operator

The PIPL does not contain a definition of
a CIl operator. Although a partial
definition was provided under the CSL
and a two-limb test to determine whether
IT networks constituted Cll was proposed
under the draft Measures on Security
Protection of Critical Information
Infrastructure issued in July 2017 (“2017
Draft Cll Measures”), these draft rules
were never enacted. As such, financial
institutions cannot be sure whether same
definition should apply under the PIPL
and, if so, when the relevant provisions of
the draft rules will be settled.
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We suggest clarifying the definition of
“CII” operator under the PIPL or
expressly specify that CIl operator
should have same meaning as that
under the CSL, and providing a definitive
timetable for release of the 2017 Draft
Cll Measures or other measures which
will set out an unambiguous term.

We suggest the relevant sector
regulators actively seek the views of
market participants and involve them in
the process of formulating the definition

of “ClI” and any accompanying
requirements for a particular sector.
Please also refer to our

recommendations on having the PBOC
as the lead and co-ordinating regulator
for financial institutions in respect of
Article 56.
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(c) Clarity is needed on the
interpretation of “personal data
collected or generated inside
China”

It is not entirely clear if “personal data
collected or generated inside China” also
covers foreign data (e.g. relating to
foreign individuals) that is transferred into
mainland China and processed locally for
some reason.
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(d) Exceptions for the cross-border
data transfer

The application of Article 40 is extremely
broad. We submit that the localisation
requirements (if they apply at all) should
not apply to cross-border transfers of
personal information between intra-group
companies and to business or
commercial relationships.

(d) BBEHEEBRBIIMER

S50+ 2% BE Y FEE R 8z . AL
N, RHALER CEEH)D ANEH T
55 N Rl 5 2 R 2Z TR R A N A5 R S 85
e M LA K 1) B A b 55 307 b 5% A ) AR
EEHBENNER.

We refer to Article 177 of the Securities
Law which restricts the disclosure of
securities  business-related data to
overseas regulators.

Following from our comments on Article
3, we suggest clarifying the scope of
“personal data collected or generated
inside China”. In particular, the 2017
Cross-Border Transfer Guidelines stated
that, if the data is generated or collected
offshore, transferred to the PRC, and
subsequently  transferred  offshore
without any alteration in the PRC, such
data transfer would not be subject to the
requirements on data transfer. We
suggest that this principle be
incorporated into the PIPL.
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We would urge exceptions for intra-
group transfers and transfers under
business or commercial relationships to
facilitate efficient business operation.
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(a) Conflict with foreign regimes

We recommend expressly clarifying that
this Article does not apply:
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We understand that the existing position
is now proposed to be expanded in
respect of personal information stored
within the PRC that may be requested by
foreign law enforcement bodies, similar to
the obligation in respect of data under
Article 33 of the DSL.

We submit that this expansion will create
major issues for global financial
institutions headquartered outside of the
PRC, as it is likely to conflict with existing
legal requirements under the laws of
other jurisdictions. For example:

o financial institutions may be required
by the foreign regulator to respond
within a time limit; and

o if PRC authorities refuse to provide an
approval to disclosure, then the
financial institutions may be in breach
of the law of the other jurisdiction.

(a) to personal information that is not
likely to endanger national security or
public interest. Types of data which
could have such an impact should be
expressly dealt with under the DSL or
any related rules or regulations;

(b) to personal information stored in the
PRC merely by virtue of its storage in
a cloud server located in the PRC;

(c) when the export of personal
information is to facilitate intra-group
assessment or reporting for anti-
money laundering and counter-
terrorism financing purposes;

(d) to provision of personal information
to international organisations (e.g.
Interpol); or

(e) to provision of personal information
to foreign government authorities as
required by the applicable local laws.

We recommend that relevant authorities
also expressly revise similar existing
restrictions (e.g. the CSRC's restriction
on the sharing of "any securities
business related data" without CSRC
approval, and the China Bank and
Insurance Regulatory Commission's
restriction on the transmission of client
data to an offshore vendor regardless of
whether the data is encrypted).

(b) Discretion to determine
obligations under international
treaties

We suggest clarifying the intention of
second paragraph of Article 41 in respect
of which party is authorised to make the
relevant decision.

(c) Clarification on the receiving party
We suggest clarifying that Article 41 only

applies when the receiving party is an
overseas regulator or similar body.
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One key concern on this Article is its
extra-territoriality which we believe
should be limited to the maximum extent
possible in respect of supervising harm to
the “the national security or public interest
of the People’s Republic of China”. This
overlaps with the powers provided under
the DSL, which is the better law to deal
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We urge the Commission to re-consider
and re-examine the existing National
Security Law, CSL, Archive Law and
other regulations, and whether the
relevant authorities can rely on them to
effectively manage and regulate harmful
personal information processing outside
of the PRC. Overlaps with any existing
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with matters of national security or public
interest.

In addition, similar to our comments
made separately in our submission in
respect of the DSL, the drafting of this
Article may indicate some extra-territorial
jurisdiction over non-PRC processing
activities (e.g. to investigate whether they
are harmful to the PRC’s national
security).

We submit that the current drafting is too
vague, and Article 42 could be interpreted
in ways which result in conflicting legal
obligations with respect to non-PRC
processing activities for financial
institutions. This has caused serious
concerns amongst international financial
institutions.

The article also elaborates on sanctions
under the DSL by stating that the CAC
may include foreign organisations and
individuals on a blacklist, limiting or
prohibiting the provision of personal
information to them under certain
circumstances.
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law should be minimised.

We urge that the PIPL focuses on PRC
processing activities, and any
investigation or enforcement powers
should not cover non-PRC processing
activities:

e the question of whether non-PRC
processing activities are harmful to
the PRC’s national security or public
interest are likely to be determined
through hindsight. Prospective
assessments of this are very difficult
in practice  without detailed
parameters and guidance; and

e where certain non-PRC processing
activities cause subsequent
unintentional harm to national
security or public interest, there may
be an inadvertent result of finding a
breach of the PIPL without any intent
to that effect (mens rea).

We suggest refining the test such that it
would require at least some degree of
intention to conduct harmful processing
activities outside of the PRC in order to
be subject to any investigation or
enforcement.

In respect of the introduction of a CAC
blacklist, we suggest clarifying on the
scope and enforcement practices in
relation to this list, for example
identifying how onshore persons will be
absolved of potential liability where they
breach contractual obligations to provide
personal information overseas.
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We recommend clarifying:

(@) what would amount to
“discriminatory prohibitions,
limitations or other such measures”;

(b) that a private entity will not be
affected even if it is incorporated in
an impugned country;

(c) the relevant authorities which will be
responsible to supervise compliance
of any measures adopted; and

(d) the specific circumstances to which
this Article 43 may apply.
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Chapter IV Rights of Individuals in Processing of Personal Information
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The draft law does not provide for
limitations to individual rights prescribed
in Chapter 4, Articles 44 to 49.

Limitations to individuals’ rights may be
necessary, for reasons such as (but not
limited to) protecting public interests,
protecting the rights of other individuals
and other legitimate reasons.

Article 49 specifies that reasons must be
provided to the individual if his or her
request is rejected, which suggests an
allowance for rejection of such rights.
However, the lack of clarity in this article
may result in challenges as to how it is
implemented.
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We recommend including a list of
situations exempting organisations from
responding to individuals’ rights
requests, such as conducting internal
investigations, suspected malicious
intent on the part of the requester, or due
to the litigation proceedings. Similar and

more  expansive exemptions are
provided in Article 8.7 of the 2020
Specification, which should be

consistent with the principles in any
revised version of these exceptions to
the individuals’ rights set out under the
PIPL.
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(a) Conflict between Article 13 and
Article 47

Where a financial institution processes
personal information pursuant to its legal
and regulatory obligations (such as for
know-your-customer or regulatory
reporting purposes) under Article 13(3) of
the PIPL, it is unclear whether such
financial institution must delete the
personal information according to Article
47(3) of the PIPL if the relevant
individuals withdraw their consents.

(b) Lack of clarification on technical
difficulties

The article identifies that when technical
difficulties are encountered in personal
information processing and deletion of
personal information, personal
information processors must cease
processing the personal information.

(@) B+=£5F0+t&£ a3z

R & AR AR 3 FLAEAN N AS BRI SR
+=%% (=) W FEEMTEE L%
il 2 P ORER R A B I A R H
) NG, WLER A ANE
BB T, NERZESRYMET %
TN ANGEBAPEFEN+ LEE
(=) TR E MR AME S

(b) BAREMEAEA

1% 5 PGSR 1V SOPNERSY 5 %N
ERECASEDL, ASAAE BALEEE B2 (2 1k AL
HEANEE

(a) Clarification on Article 47(3)

We recommend clarifying that only when
the processors process the personal
information based on the consent of
relevant individual, the relevant personal
information should be deleted if such
individual withdraws his or her consent.

(b) Clarification on technical

difficulties

We recommend further clarifying what
may constitute technical difficulty in this
respect (examples or scenarios being
welcomed).
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Chapter V Obligations of Personal Information Processors

FRE MAGRLEENNS
50 We submit that it is unclear under item (3)

of Article 50 whether (i) it would be
sufficient for an enterprise to adopt
industry best practice for encryption and
de-identification algorithms or (ii) it is
required to adopt Chinese-formulated
encryption algorithms.

We suggest clarifying the requirements
on the encryption and de-identification
algorithms so that the financial
institutions know how to comply with this
aspect under the PIPL.

50



50

51

In addition, any overlap between this
Article and Article 25 of the DSL and
Article 11.1 of the 2020 Specification
should be resolved.
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(a) Lack of specified threshold above
which to appoint a person in
charge of personal information
protection

This Article requires that personal
information processors who process
personal information up to the quantities
specified by the CAC must appoint a
person in charge of personal information
protection. However, the threshold
amount has not been specified.
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(b) Differences between the positions
required by the CSL and PIPL

Article 21(1) of the CSL requires the
appointment of a person in charge of
cybersecurity. The respective roles and
responsibilities of the positions required
under the PIPL and CSL are not clear and
it is unclear whether the appointment
obligation under both the PIPL and CSL

More generally, similar requirements
under the PIPL, DSL and 2020
Specification for appointment of a data
protection officer should be reconciled.
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We suggest clarifying the specific
threshold amount to be issued by the
CAC prior to or at the time of
promulgation of PIPL.

The CAC may refer to the 2020
Specification which sets out specific
numbers of employees and data
subjects above which a person in charge
of personal information protection is
recommended to be appointed. It would
be recommended that the mandatory
threshold is higher than the “best
practice” position.
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We suggest harmonising the details on
the positions required by the PIPL and
CSL, either in the PIPL or its
implementing regulations.

In addition, to facilitate compliance by

financial institutions, we recommend
expressly clarifying:
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can be met through the appointment of a
single individual.
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PIPL requires an offshore processor that
analyses or assesses the PRC
individuals’ behaviour to establish a
dedicated agency or appoint a
representative in China.

that the person in charge of personal
information can share roles between
group companies or other similar
data protection roles under other
laws or regulations;

o f this role resides within the first-line
function or second-line function, or if
this determination is to be made by
the organisation;

¢ that the responsible person can have
other roles; and

o the clear obligations and potential
liabilities of this person or providing
reference to other guidance such as
in the 2020 Specification.
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We recommend the appointment of a
representative within China should only
be required when a company processes
personal information involving a
threshold guantity of personal
information or a substantial number of
data subjects.

In addition, Article 27(2) of GDPR
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Article 53 imposes an audit requirement
on all personal information processors.

It is unclear what data the professional
institutions will be expected to have
access to and what confidentiality
obligations they would operate under to
give business confidence in respect of
trade secrets and other sensitive
information.
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Article 54 suggests a wide range of
activities where risk assessment is
required. However, we submit that some
of these activities are “business as usual’
operational activities. For example:

provides exemptions to certain types of
incidental or inadvertent processing. We
recommend that the Commission may
consider including such exemptions
under the PIPL to avoid over-regulation.
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We recommend that the audit
requirements only be required where a
financial  institution  processes a
threshold guantity of personal
information or the information relates to
a substantial number of data subjects.

We also recommend prescribing clear
limitations (either in the PIPL or its
implementing regulations) on what data
the professional institutions will have
access to and what confidentiality
obligations they would operate under.

AT OUE 2 LG A B0 A2
] — 5 MR T SR B K MR 2 1
W, A R

HATEE W FED NG B RIE B L
Tt O o Xt L AL A AL U R B SCHE
DA B e B2 7 1 B R % 3055 AR 9
SE o

Please see the Financial Services Sector
Cybersecurity Profile developed by the
Financial Services Sector Coordinating
Council® as an example of a risk-based
assessment tool which may be useful
reference for the Commission. The
Cybersecurity Profile can be further

Available at: https://fsscc.org/Financial-Sector-Cybersecurity-Profile. (English version only).
Al F LU MR E . https://issce.org/Financial-Sector-Cybersecurity-Profile ( R TR
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e sending employee data to a
multinational organisation’s head
office for employment management
and employee benefits purposes; and

e outsourcing operational activities to
vendors/service  providers, e.g.
engaging insurance companies for
employee insurance purposes.

The requirements on risk assessments
are onerous, and should be limited to only
situations of high risk, or which may
potentially result in material risk of harm
to individuals.

Additionally, ALL organisations are
subject to the requirements under
Chapter 5 (Articles 50 to 55) on data
protection, which should apply to ALL
aspects of personal information
processing. We submit that complying
with Articles 50 to 55 should mitigate the
risks of personal information processing
in “business as usual’ situations.
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updated to include mapping of local
efforts to support those operators within
China

We recommend taking a risk-based
approach, which would help promote
innovation in the technology sector,
while still ensuring the appropriate level
of protection.

Article 54 should be revised to require
risk assessments to be conducted, and
records to be retained, only in situations
which are likely to result in high risk or
material risk of harm to individuals.

As for ADM, we propose that the risk
assessment be triggered only if the use
of ADM “produces legal effects
concerning him or her or similarly
significantly affects him or her” and
where solely ADM is used. This is in line
with international norms, including the
GDPR (Article 35.3(a)).
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Article 55 requires notification to be made
to the relevant authorities and impacted
individuals for ALL data breaches. We
submit that this threshold is too low, as it
would include accidental disclosures of
non-sensitive personal information where
there is no impact or risk of harm to
individuals.

Such a reporting regime would result in
over-reporting, create extensive
administrative  overheads for both
authorities and organisations, and
inevitably desensitise authorities and
individuals to reports of incidents that
indeed may have a major impact.

Also, the concept of a “personal
information leak” is not clearly defined
under the PIPL, so it is difficult for
financial institutions to know what
amounts to the appropriate notification
trigger.

In addition, the timeframe for making the
notification is not clear under the PIPL.
Currently, the PIPL states that notification
must be made immediately following the
identification of a data breach but, in
practice, this would be impractical for
financial institutions to comply with.
Financial institutions need time to
ascertain how the breach occurred,
access the preliminary impact and
materiality, potentially conduct a forensic
investigation through hiring outside
experts, understand what action must be
taken internally to restore the reasonable
integrity of the affected system, and
gather accurate information to be
reported to the relevant parties. This can
take many days, if not weeks, to
complete.

#5 GDPR (% 35.3(a)%%) ) &,

We recommend clarifying the scope of a
“‘personal information leak” that must be
reported by adopting a risk-based
approach and requiring mandatory
notification only where there is the
potential for significant risk of harm to the
impacted individuals. Such an approach
would also allow organisations and
authorities to focus resources
appropriately on matters of material risk.

In addition, we recommend that financial
institutions should be required to notify
their designated supervisory authority in
line with existing financial regulation/
guidance (e.g. the PBOC).

We also recommend that the
Commission add a reasonable
timeframe to assess the severity of the
breach in advance of providing
notification to the authorities and
individuals. We understand that many
financial institutions and other
organisations have reported that the 72-
hour timeframe provided under the
GDPR is unrealistic and impracticable
for most breaches.
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Chapter VI Authorities Fulfilling Personal Information Protection Duties and
Responsibilities
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This article provides that the following
constitute “authorities fulfilling personal
information  protection duties and
responsibilities”:

(@) the CAC is responsible for
comprehensive planning and
cooperation;

(b) the relevant authorities under the
State Council are responsible for
personal information  protection,
supervision, and management within
their respective scope; and

(c) therelevant authorities of the people’s

We make the
recommendations here:

following

(a) One centralised regulator

We recommend that observance of data
protection obligations of financial
institutions should be supervised by a
single regulator (or at least one primary
regulator) to ensure  consistent
interpretation and enforcement of the
PIPL requirements.

We recommend that the lead regulator

for financial institutions should be the
PBOC, an authority that would know the
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government at or above the county

level shall fulfil the personal
information protection, supervision
and management duties and

responsibilities determined pursuant
to relevant state regulations.

This raises concerns that there could be
inconsistent interpretation and
enforcement of the PIPL by the different
authorities.

The potential differences in legal and
regulatory requirements regarding
personal information security and
management across different sectors and
different regions in the PRC is an area of
focus and concern which may deter
investment into the PRC.
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intricacies of the existing and new rules.
(b) Involvement of local governments

We suggest clarifying the local
governments’ involvement (e.g. whether
they will be making rules or regulations),
and how they will interact with other
relevant authorities.

We submit that some financial
institutions have branches and places of
business in multiple provinces in the
PRC. It would pose practical difficulties
to them if they are required to comply
with different rules in respect the same
personal information which may be used
in multiple locations.

(c) Details on how different
authorities will cooperate with each
other

We suggest clarifying the definition of
coordination to avoid duplicative actions
and penalties where one financial
institution is subject to the supervision of
multiple authorities.
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We submit that this article does not
provide sufficient details relating to who
may exercise such powers in respect of a
particular industry such as the finance
industry.
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We note that the CAC and the relevant
authorities under the State Council are
responsible for formulating personal
information-related rules and standards.
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We submit that the second paragraph of
this article does not provide sufficient
details relating to how the authorities
fulfilling personal information protection
duties and responsibilities may exercise
their power of Investigation and
enforcement.
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We suggest clarifying the relevant
authorities.
We reiterate our comments and

recommendations that any investigatory
power should not cover non-PRC
processing activities other than to the
extent necessary to meet a narrow
scope of extraterritorial supervision in
line with practice in other international
markets.
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We reiterate out comments in relation to
Article 11 that these standards should
adopt existing international standards
and best practices.
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We recommend providing specific
details regarding how information may
be collected by the relevant authorities
and how they will make such requests
for information, including details on:

e how they may exercise their powers
to request information stored outside
the PRC for the purpose of
investigating any harmful non-PRC
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Whilst enterprises will welcome a
mechanism under which enquiries and
complaints can be made to the relevant
authorities, more detail of the processes
is required to ensure transparency and
accountability on the part of the
authorities involved.
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processing activities; and

e the approval procedures that they
need to go through to the request
information for the purpose of
investigations.
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We suggest clarifying which competent
authority (or authorities) will enforce the
PIPL with respect to financial
institutions.
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It would serve the interests of
enterprises to clarify in the PIPL the
process underlying this communication
channel or set this detail out in
implementing  regulations to be
published at the time of promulgation of
the PIPL, so that financial institutions
can better understand their rights in this
regard. Moreover, defining inquiries and
complaints to be addressed would
support an organisation’s  timely
response.
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While we appreciate the government’s
desire to raise the importance of data
protection compliance through
meaningful sanctions for failure to comply,
we would like to point out that the
mechanism for triggering liability and the
guantum of any such liability must be

completely transparent and
unambiguous.
(@) Lack of clarification on the

percentage fine

Serious violations of the PIPL may result
in fines of up to RMB50 million or 5% of
the annual revenue of the previous year.
However, it is not clear how the
percentage fine would be calculated.
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(b) Lack of clarification on the “officer
directly in charge” and “other
directly responsible personnel”

The “officer directly in charge” and “other
directly responsible personnel” may be
subject to fines under certain
circumstances while there is no definition
of these two terms. In particular, it is
unclear whether the legal representative
would be held responsible if he/she is not
involved in the processing of personal
information. Given the magnitude of
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We recommend clarifying what amounts
to a serious violation and that the
calculation method for the percentage
fine is by reference to the enterprise’s
domestic revenue, so that enterprises
can properly understand their risk
exposure for non-compliance.
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We suggest clarifying the definitions of
“officer directly in charge” and “other
directly responsible personnel”.

We also recommend that the threshold
for the individual liability should be
clarified and set sufficiently high (e.g.
fraud and intentional breach rather than
only negligence) to ensure that
individuals  understand  their  risk
exposure but are not unnecessarily
deterred from participating in these
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personal liability involved, it is crucial for
senior management of financial services
firms to understand the scope of these
terms.
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We note that no timetable is stated for the
effectiveness of the PIPL.
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We suggest that the period should be at
least 24 months from finalising the form
of the PIPL. If, for any reason, relevant
sectoral rules cannot take effect at the
same time as the PIPL, we suggest an
implementation period of 24 months
after the sectoral rules are finalised, to
enable financial institutions to fully
understand the implications and
formulate and implement the necessary
compliance measures.
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