: 4
asifmaz

Growing Asia’s Markets
28 May 2021

202145 H 28 H

National People’s Congress of the People’s Republic of China Legislative Affairs
Commission

No.1 Qianmen West Street, Xicheng District
Beijing, China

100805

N RHERS S TR RS

PO RTTIPE K 15

b5,

4% : 100805

A44758282/1.0/28 May 2021



To the Commission

B: AIZ
Consultation Draft of the Second Review of the Data Security Law
(BiEREZ) (ERXFEYR) ERER

On behalf of its members, the Asia Securities Industry & Financial Markets Association
("ASIFMA™ * (“we”, “our” or “us”) are pleased to submit to the Legislative Affairs
Commission of the Standing Committee of the 13" National People's Congress
(“Commission”) our comments and suggestions on the Consultation Draft of the Second
Review of the Data Security Law (“Second Review DSL”) of the People’s Republic of
China (“PRC”) published on the National People's Congress website?.

TWHE S 54miizhe ( “ASIEMA” D) 1 (i “he” 5 “Bfi1” ) EREHhaL
R R RoR, ML SmP EANKMEAmN (PN RIS ERE <42 (RE
TR fEREN ( “BEREFE (BERIIEMER) 7 ) ME 13wl AKRERLSE
B THERES (SETERY ) RHEE LM 2.

As we did for our submission on the Consultation Draft of the First Review of the Data
Security Law of the PRC (“First Review DSL”), we have consulted our members and
received responses. This letter sets out our views on the Second Review DSL, the practical
difficulties financial institutions may face and our recommendations and our requests for
clarification of certain provisions of the Second Review DSL.

5 (B aik) (ER-REWR) IBRER ( “BIRREeE (ER-REUR) 7 )
HFE, e BRI a2 RE WIS R BN . AR AR AN B0 T 8l 22 4k (R
TRE R R e R R RE T I R SE PR R KE . BTN A S BRATT A B A
2 R TUCH R 1A T 26 SCRENS SE N BT 175 5K

1 ASIFMA is an independent, regional trade association with over 140 member firms comprising a diverse
range of leading financial and professional institutions from both the buy and sell side, including banks, asset
managers, law firms and market infrastructure service providers. Together, we harness the shared interests
of the financial industry to promote the development of liquid, deep and broad capital markets in Asia.
ASIFMA advocates stable, innovative, competitive and efficient Asian capital markets that are necessary to
support the region’s economic growth. We drive consensus, advocate solutions and effect change around
key issues through the collective strength and clarity of one industry voice. Our many initiatives include
consultations with regulators and exchanges, development of uniform industry standards, advocacy for
enhanced markets through policy papers, and lowering the cost of doing business in the region. Through
the alliance with in the United States and in Europe, ASIFMA also provides insights on
global best practices and standards to benefit the region.

ASIFMA 2 —AMMSr XTI e, SRR 2, AT B EAR . BN Sk gk
SRR S 140 £ 5k B 75 ML )7 7 K A5 4 B LA AN B NI AL . FRATTE G RATIVARAE SE R R 3,
R E T 37 e — MR s I B I BAT VR AT E B AT . ASIFMA UCAITE —AMaE. 8T, 5%
el B R AT 306 TSR WM X A B 10 0 . FRATEIE R AR I EMGE—1T IR
A, FGOCEE R BHESTE IR SRR T R VORI R . BRATRIUNSS 146 5 MG N FIAE 5 i
HEATHER . HE4— BAT ML bRiE . B BSOS B T, JRRRACTE X T AL S5 I A . ASIFMA
BEEEREMT TS (GFMA) 5EEMIEF S &T 2 (SIFMAD R BRI £/l 35t <
(AFME) JEMERIE, LRI EEAIREAEAT W T2 B R brtt, X IRR R E DTk
2 Available at: .

AT F LA MR http://Aww.npe.gov.cn/flcaw/userindex.html?lid=ff80818178f9100801791b3c96374eef
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In summary, we support the need for jurisdictions to establish reasonable and proportionate
mechanisms to safeguard data. Data is pivotal to the business of our members, and
concomitant controls are essential to the integrity of financial markets and business
confidence more broadly.

SRS, BATHY % R DO S & B L ORI HE 2 A i 7R 2. HdlE MY
FEAT S A BTN S5 A B B, B2, A O i e i A e Rk T b KR
ELEHFOLERELE,

At the same time, the Second Review DSL — as was the case for the First Review DSL —
casts a broad net and, in certain instances is difficult to interpret in practice and can be
open to significant interpretation. Its interaction with existing legal and regulatory
requirements and expectations — in particular the Cybersecurity Law (“CSL”) and the future
Personal Information Protection Law (“PIPL”) — is also unclear.

IS, Bz aih R IRE R (SRR (ER—RE ) HFD M
Bz, fEMr T B0 T AE LA H B A AR R Bn] DAAT S AR AN R e . Bl 2 ik 5 VA
AN OUHGZ (M Zaik) ( “PMRREER” ) KZORAME, UK RK (DAGE
BARAEY  CDANBRERIPTE” D L1858 F AR B0 v A B o

The Appendix sets out our detailed comments.
FRATI VR0 R 0T M

Next steps

T—&173h

We would be pleased to engage in further discussions with the Commission in relation to
our comments and provide further industry input where necessary. If you have any
guestions, please contact Matthew Chan, ASIFMA Head of Policy and Regulatory Affairs,
at or +852 2531 6560.

&mm%%5%1§ﬁ~5ﬁﬁ&mm%ﬂ,%Eﬁ%%ﬁﬁ~i%ﬁﬂﬁ%ﬂom%@
HAE T 5 ), 5 BE R ASIFMA B 5E F1 vk #5548 8 Matthew Chan  ( HL H -
, Hii%: +852 2531 6560) .

In the meantime, to facilitate dialogue, we will also share a copy of our submission with
the People’s Bank of China and China Securities and Regulatory Commission, given the
potential overlapping areas of regulation.

IR, A7 E RS v RE B AR A, AR 2401k BN RARAT A [EHE SR I
BEHERE

This submission was prepared with the assistance of the law firm Zhao Sheng Linklaters
(FTZ) Joint Operations Office, based on feedback from the wider ASIFMA membership.

ARRIFEREEME (BRX) BKRE A ZR T, RIE ASIFMA 2 6102 b
By,
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Yours faithfully,

8 i

A

|

Matthew Chan

Head of Policy and Regulatory Affairs, Asia Pacific

Asia Securities Industry & Financial Markets Association
(ASIFMA)
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Appendix — Detailed comments

Hith - REERL

Introduction

R
il

This Appendix is structured as follows:
Part A General and overarching comments
FRER — AR
Part B Specific comments on each article

3 ARBFANEEERL

Unless otherwise specified, terms used in this appendix have the meaning and construction
given to them in the letter or the Second Review DSL; any reference to the “Second
Review DSL” is a reference to the draft of the Data Security Law (“DSL”) published on the
National People's Congress website as at the date of this submission; and any reference
to an Article is to an Article of the Second Review DSL.

BRAE AU, AR BT BT A R ot & iR T LR 3, IR AR AS R 1
e Ak (R RH R R “BIRREE (BERIXEWE) 7 HEEALK
P H e E K TS 8 (Bl 2 4k)  ( “BIRREE” ) 5, MR %K
AR R A CRE IR R AR

Part A Overarching comments

R BHEER

1. Principle-based obligations
RS

We understand that the DSL sets out general principles and anticipates relevant
authorities to formulate more specific rules.

PATAZE, Bl 2 a3 — RN, IF A O EE YU S e BB I an ]

That said, certain provisions (primarily Chapter 1V of the DSL) directly impose
obligations on all companies, including financial institutions. We submit that these
provisions are not sufficiently specific for financial institutions to understand the
expectations of the DSL and the relevant authorities, and they cannot effectively
assess their legal and compliance obligations against their existing business
practice.

BIME A, 870250 (FZREHE %R ) 052 2 B Ak SR E A
RIFA AR I LS. BATAN, ZSEF A RM, AL AL SR 18
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AP R EE VAL B M HUIRCR, R R LA JE A ROl A b 55
el iRPRE IRE U IBE

This is particularly the case for foreign financial institutions with a view to developing
their businesses in the PRC. The broadly worded obligations may give rise to
uncertainties as to their legal and compliance obligations and risks, how breaches
of the obligations may be enforced, and how their business operations will be
affected. This may discourage the entry and/or continued operation of many foreign
financial institutions, particularly where there are cross-border aspects to their
business or where they seek to leverage the benefits of global expertise and
centralised infrastructure, risk or control functions. It is also likely to cause confusion
for those using the services of onshore data partners. This is supported by the 2021
China Business Climate Survey Report released by AmCham China,® which noted
that inconsistent regulatory interpretation and unclear laws and enforcement is a
top challenge for the services sector.

WA SR A BAE R E R RS, GOk, iRz M L H2iE s
AR E N, CFREEE A CSS AR LR [ 55 HE I R 29l ] s
PARFO 28 878 2 2 B EREIREIA o 3X W] RE22FT thiAk 2 5540 & R LAG i\ Hh [ J /8%
Ak SEAE P B 205 AR, R S s B 45 5T SR R L [ B Mk R A A
B, WK E R RGeS A B NI o Ak, S b [ A M o R
BEA RS BT S, XS RS T 92 I8 n] i RV . P EEEF 2K
Ay 2021 Frp EE SRR ARG RR] 3, FEEIRIAT A —BUA BT 2 Ik
ATV B B Rk 2 —, WEIE X — 15 .

We recommend the Commission consider:

BATERVGE TZEH LT 5 % T

(@) having a lead, or coordinating, regulator (e.g. the People's Bank of China
(“PBOC”)) in implementing the DSL for the financial services sector,
including for the purposes of formulating further rules or regulations in
respect of the application of the DSL to the financial services sector, and
how they are enforced;

i — A SRE P IR E AL P EANRARAT C “RIT7 D ) EERIRSAT
b ATt AT B 2 i, B R 2 AV AE R ST AT ML A B DA B e
PRIZ A 51— 25 N BRI 5

(b) expressly acknowledging the relevant lead regulator (e.g. PBOC)’s detailed

guidance and practical examples on how financial institutions can discharge
their obligations, with:

3 Available at: https://portal.amchamchina.org/#/custom/FileDownLoadList. See page 58 of the report.
ARk E
o VENLIRT 2 40 T,
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W AR RSk AL (AT <R LR JEAT (55 077 007 iR BTl
SE HIVELR R 51 AR T =, I H.

(i)

(ii)

a transparent and inclusive process that engages with market
participants (directly or through industry associations) in the drafting
process, to ensure that these guidelines are ultimately practicable
and workable;

KHEW M AAEENRR, EREHBATFTIHALE (EHE
WA ) 25, DERIZER S H AR RE&Y)SLiT HATZ
BRI K

a collaborative approach between authorities to ensure the core

aspects of the DSL are consistently implemented by each sector,
and reduce the likelihood of regulatory arbitrage;

W& EE A, RS 2RI D RS MT L2
St B AR K AT REME

(© that rules, regulations or guidance applicable on a sectoral basis (“sectoral
rules”) should prevail over those:

AT S RN e R 5] C TR D i AR T

(i)

(ii)

set out in the framework of the DSL. Specifically, instead of including
references in an article or provision as to where administrative
regulations would prevail, there should be a clear statement that
sectoral implementing regulations are supplementary and prevalil
over the overarching laws such as the DSL; and

ol 2 AR ZR A RN . AT S, AR AERE — 2 SCELE iR
AT WO R AE MR LS U AIC S 3 P, 77 B 0 A 42 47 M SE i )
EHATENE, Hod PRI Bl = kS IR PR K

applicable based on the location of the data processing (that is, if a
national financial regulator specifies certain sectoral rules, then
these sectoral rules should prevail over any general rules specified
by a local authority in the place where the data processing occurs);

FZHCYE AE B P E N AR (At e, dn R K R LA
VWIS AT AU, D02 ST Sl R0 )3 P P 2 A1 O e Bt Ak 2
KA T LR E AR T — SO

(d) any new sectoral rules for the financial sector either replace or expressly
supplement existing rules, to avoid overlap; and

AT < AT MBI £ 5 (R AT AN D 7 35 4 QA2 s b 78 BRLAT M LASGE 4 v | 2

& K
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(e) that sectoral rules take effect at the same time as the DSL, with an adequate
implementation period. We suggest this period should be at least 24
months. If, for any reason, the sectoral rules cannot take effect at the same
time as the DSL, we suggest an implementation period of 24 months after
the sectoral rules are finalised to enable financial institutions to fully
understand the implications and formulate and implement the necessary
compliance measures.

ATV R 5 Hds 2 aE RN AR AL, IR TR AT I (BRATE RN
240 F) o WSRAT MY AN PR AT iR A R e ot 2 A RN AR R, BA T
FEVRSATW RIS 25 7 24 A HRSATH], by RENE 7870 1 AT 5
M, 1 5 ARSI Bt 5 PO 65 I i o

2. Overlap with existing laws and regulations
SNBZEENER

The wide scope of application of the DSL causes overlap with existing laws,
regulations and guidelines. For example, the CSL covers “network data” which
refers to “all kinds of electronic data collected, stored, transmitted, processed and
produced through the networks”. Where there is any inconsistency in the
overlapping parts among the DSL, the existing CSL and their respective subsidiary
legislation and guidance, it is unclear whether the principle of “a special law prevails
over a general law” or the principle of “a new law prevails over an old law” apply.
Similarly, the Civil Code of the PRC, which took effect on 1 January 2021, contains
provisions relating to personal data protection and privacy.

B 2 Ak N Ve 2, SEEIUTIER . EAE SN Ve R ES. i,
W2k aikifing “ MAEET . WBEHRRTE “ WL MHENE. g 155 L
FPE R &R TR QR EE  aih KL SR iR A S A8 51 R IAT ) R 4% 22 4
5 LMY R bR 5l Z AT AR AN — B E B oy, W R “ 7502 T —
HGZT B B FIET MR RER . R, B 2021 4 1 4 1 B
o ] RG2S A N B PR 37 FTRERA [ 263K

In addition, laws that are in the pipeline have an apparent overlap with the DSL, in
particular the Personal Information Protection Law (“PIPL”) for which the second
public consultation process is being completed in parallel with that of the DSL.

Ak, EHBOIETNEE SRR 2B A BN ES, UHE 58 2k R
TR Z XA ARAER B W F K (D ANEBRPE) CPDMABRERF
%» ) .

We urge the Commission, as a matter of priority, to examine the relevant laws,

regulations and guidelines which may overlap with the DSL, and to discuss with the
relevant authorities with a view to harmonising the DSL with the other laws,
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regulations and guidelines.* We recommend refining the scope of the DSL to
minimise any overlap with these existing and proposed laws and other data-related
laws. In particular, we suggest specifying (or providing ancillary guidance as to):

PAVETEE LR Re 2 5 8HE Z B B S IMOGEE . BRG], 54
R EE NGRS I ] & Hdf 22 4k 5 A . AR 51 IR KR — B * AT
TR ke, R R S AR B A A R E A . FATE
WEARV T oI5 (B BtHBITE 51D -

(a) how any inconsistencies with other laws, regulations or guidelines should
be resolved; and

WRA 5 AR AR S A B, KB K
(b) how the DSL interacts with other laws, regulations or guidelines.
ol A 5 oAt et R S EAE A
3. Scope of application

We appreciate that one of the key purposes of the DSL is to safeguard national
security. We also recognise the importance of data security in the national security
framework. However, the potential reach of the DSL may cause unnecessary
burden to financial institutions.

FATI A DR [ 5 22 4 e il s Bt e vk i e — N EEE I, RNt e 8l %
X E R ZEMERAER SR ENIER . A0, R 2 akriEER e s
Xt R LRI AN 1 7 4H

Specifically, we believe the DSL casts a net that is too wide, both in terms of:

BARM S, ATV NG 240548 T A5 L Tz

(@) jurisdictional reach (see paragraph 3.1); and
AVEEREE (R 31 B X

(b) the definition of key concepts (see paragraph 3.2).

FEMEERE X GENEE 3.2 B
3.1. Extraterritoriality

INER

The potential reach of the DSL may cause unnecessary burden to international
financial institutions. In particular, the DSL covers:

+ For example, other than the CAC, the PBOC, the China Banking and Insurance Regulatory Commission,
and the China Securities Regulatory Commission (“CSRC”) have also previously issued regulatory
requirements relating to data security and data protection.

B, BREEIS, BT PEEAT RS S E R AP EIER R EEER s (“EREE” ) LiTH
W R AT B 2 A VR TR 1 B RE .
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LAEI T :

(a) data processing activities conducted within the PRC (“PRC Data
Activities”); and

FER EEE A TT R B AL S ) ( “hERARIERER” )

(b) data processing activities conducted by entities or individuals outside the
PRC which harm the national security of the PRC, or the lawful interests of
PRC citizens or organisations (“Harmful Non-PRC Data Activities”).

Hh [ 5 A B AL B AT AR 453 v R A 2 el [ 2 R B AL RN 5
AR A PSS ( “BEMRERMEEES ) -

We strongly urge that the DSL focuses on PRC Data Activities. The provisions in
the DSL, whereby any data processing activities conducted outside the PRC which
harm the national security of the PRC or the lawful interests of PRC citizens or
organisations can trigger Article 2, are too vague and could be interpreted in ways
that bring conflicting legal obligations for businesses, which are of serious concern
to financial institutions and the wider business community.

FRATT 9 AL 17 KE 22 vk B G e [ 05 A BBt s o o e 22 ik b S0 T v L 5
BT Fe A AR Ao el A BB o 407 3 o ) R 2 e i [ 8 RSB R A B A (1 55
AT AR S o, IEHUERL T 90, AT MR, S B S IEE 5
CERERL I N ot VIR AP SN 2 08 O S

Having regard to the strategic importance of data, its need and ability to move
across borders, and the number of cloud and other data services provided within
the PRC, it is important for financial institutions to understand how the DSL will be
applied and enforced in practice, particularly, with respect to foreign entities which
do not have physical presence in the PRC.

25 18 B 1) e B B L BB R SRANRE g LA K A [R5 P S A ) 2 i AR A A K
I 55 IR, SRR 0 2 T RO 2 il 2 g s B L AT, JE A,
XS R A P ] 15 P9 BT SR BT (R85 Ah SR £ 2 FH A AT

A44758282/1.0/28 May 2021
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More specifically, the application of the DSL to activities of individuals and
organisations outside of the PRC is very difficult to apply without clear and objective
parameters that can be reasonably assessed by those persons. As drafted, the
extra-territorial reach is disproportionate to the potential risk, given there may be
very limited PRC nexus (if at all) with data potentially collected and stored wholly
outside of the PRC. If extra-territoriality is to be retained in the DSL, the exact scope
of Harmful Non-PRC Data Activities must be clarified and we are of the view that
unintended harm caused to national/public interests (especially without knowledge)
should not be penalised. To the extent that the PRC authorities wish to follow
international models on the offering of goods or services into the PRC, it is crucial
for businesses to understand the extent of application of these rules and that
incidental and inadvertent activities are not unintentionally within its scope. Since
the First Review DSL, our membership has emphasised that the implementing rules
of the European Union’s General Data Protection Regulation (“GDPR”) should be
noted as further discussing how extraterritoriality is aimed only at an intentional,
targeted offering of goods or services to individuals in the EU, as opposed to where
the provision of goods or services is incidental or inadvertent. As for the First
Review DSL, we urge that the DSL must prescribe similar indications to those in
the GDPR as to the extent of its extraterritorial application on the offering of goods
or services.

BARTE, i Rrp E B AN N ZITIE LB 20 & BAR 1P As, B A b
AN B ZAANAS N Ml AL B8 22 4 HOT e RiE 3l IRAE 5, AN TG
B 5 e RS AN B L ), I AT e R [ A SRIBRAR A R, HL TR & 58 4 e vh [ 853
HINSCER AT IS o U SR B 2 ek B AR B SR ANERL, 2 2 5 e A1 N
AN ARG Eh T WIEVE L BTN, X EX A ARA MRS E CRE AR
TEREOL R ANRLRRAL o A o B AR SCAL R A BEAE 17 m ] S 04 i i B 55 T A )
B, Al 1 K SR ) N Y B B O B, IR ORAB AR AN B s 3 AN E
HuEW. BB 2240k GRS Dok, JATHI A —EamiE, Nk
BECEM CEAZEE G  ( “GDPR” ) (¥ SE LI (1 3 AMEAUL AT X 75 7
AT S ) R B A N SRR B 55, AN PR T BOE R AR S R i BUIR 55 . K
THIE AR R AT Bl 2 2k 0 e H 6 T dh BT 55 52 4t
77 T A& Y 21 GDPR Hr R AU RLE

Furthermore, as noted above, the DSL’s jurisdictional reach also exceeds that of
the CSL. We submit that the extra-territorial application of the existing CSL is
sufficient to safeguard national security. The very fact of the difference in
jurisdictional reach of the DSL and the CSL creates a degree of complexity that has
already caused serious concerns among foreign financial institutions. We believe
restricting the DSL’s extra-territorial application to a smaller scope or one that is
commensurate with the CSL, may help alleviate these concerns. In particular, we
strongly suggest that areas of law covering a common overall subject matter should
be consistent in their application.

A44758282/1.0/28 May 2021
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PEIRFMORE . AT, K B 22 4i 3R 0 8 FH IR 1) 7 A /N Bl 5 D 245 22 4 Y AH [
(0 B B2 it il . DG, FRATTSR 2L B0 e R — 38 H iR BE A (132 e 4 ek o
K 48— B FH R -

Finally, where certain provisions are not intended to apply to data processing
activities conducted outside the PRC, the DSL should include an express exclusion,
to put the issue beyond doubt. For example, it does not appear practical to require
foreign entities to comply with all data security protection obligations set out in
Chapter IV of the DSL. It would be preferable to exclude non-PRC Data Activities
expressly from those data security protection obligations.

e, A A E AT R BB AL S AN IE B I 0 25 50, B e Ak AR Y B
HeBR, DLRBRXTE R RmIMEE N . Flhn, ZRBEAMNAREAT S 2 2k 5 VY = Frk
Y FT A B 2 R S E RIEA AT« QR 586 b 5% AN v 3l B i HERR 7R
ZERR 2 AR LS h, S TTHL

3.2. Broad definitions of “data” and “data activities”

“BIR” M OCWIRERN MENEZ

The DSL’s scope of application is dictated by the definitions of “data” and “data
processing activities”, which, respectively, read as follows:

ol 22 Ak S VS B HGR T “ 8l 7 A0 “BaR AL EE D) R5E S, IRIE SO 24
2

“Data” refers to any record of information in electronic or non-electronic form.
CHH T TEFIT L T ECE T IR X B AT iR

“Data processing activities” includes data collection, storage, use, processing,
transfer, provision and disclosure.

B PENTE) " AITEAEHINEE. 7he [EH L 1650 182 HaEZ1T 9.

These definitions are very broad. We also strongly believe that inclusive definitions
and terms like “including” should be avoided, as they are very difficult to apply in
practice and carry a high risk of inconsistent application.

ke TS ARR Tz . [, JATEEAGA Dy,  CEIE” XFREENEE SCRIRNCAE
S BRI M LLAT i SE e, HARPT R BN _EROA—20, BRI N8t 4 i X K e
SCRIAN o

In addition, the definition of “important data” remains outstanding under the DSL,
providing for the scope of this data type to be formulated at a later stage. As such,

financial institutions and other businesses are unable to understand what “important
data” entails and therefore commence operational planning accordingly.

A44758282/1.0/28 May 2021
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To enable financial institutions to formulate effective and practicable compliance
measures, we recommend more specificity in the definitions such that the DSL can
be fine-tuned to regulate the types of data that will pose real threat to national
security.

ATV VRS 2 iR AT O E SCIF Y SE B AR Y, g LR R P sy 2 R L 21
[ R 2 A RS, Lk R L RENS il 52 A R EL D) S AT AT (1 & BLE T -

4. Data localisation and cross-border transfers of personal information
BEFMENDAGESBRER

Any additional localisation requirements released, as proposed under the DSL for
businesses that do hot amount to operators of critical information infrastructure, will
significantly and arguably disproportionately impact the operation of financial
institutions that rely on cross-border transfers of data to facilitate the provision of
the best service to customers in the PRC and to ensure the highest level of
compliance with anti-money laundering and counter-financing of terrorism laws and
regulations through leveraging global service centres. Localisation does not
improve data protection. Instead, localisation requirements introduce technical
complexity and additional administrative layering into corporate operations, both of
which ultimately compromise the effectiveness of cybersecurity and risk
management controls.

Bt 22 AVETU N R R S B AR B E 8 A M AL IR A AL SR, e xt <
RITLA R 32 A 7 AR =1 0 HLAT AT & A LB RS m, TR, XS R fE1s
B IR BE s B A, AT 9 EA T M A R AR S5 rh A o ] 1) 25 7 SR it i
HEIR S5 IR DR 7™t 18 57 S gl ke AT s 8 2 Sk B s R AR AL (A . Hds A
AR R TAF. M, FEBRARMALER, KA m s EmRER
RS RSB B AR, 3K P B 2 0 T DX 4 2 e R XU, P A i )
AR

We urge the Commission to consider a more proportionate approach to supervision

of exports of data considering the existing laws and regulations already governing
this aspect of data use.

ST IAT HA R A FH U7 TR R E RN, JRAT T8 2 T2 2% R8O B4 L 5 R DU
AT ) T 3
In addition, we specifically recommend significantly narrowing the scope of data

that may require prior approval from the competent PRC authorities before that data
can be transferred offshore to a foreign law enforcement agency or judicial body.

A44758282/1.0/28 May 2021
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We recommend that relevant authorities also expressly revise similar existing
restrictions (e.g. the CSRC's restriction on the sharing of "any securities business-
related data" without CSRC approval) to ensure that the DSL does not contradict
existing laws and regulations.

FATEW ARSREFT I R B IUT SRS (B, S AR bR gt
RO T 0% “SIERSEAI A RIEEE” O , REIE 2 2EA 2 5IAE
HERAE T & .

5. Security system and assessments
RERG MG

The Second Review DSL specifically mentions the multi-level protection scheme
(“MLPS”) on several occasions. However, it is unclear from the overlap between
various articles as to whether the intention is to have multiple sets of rules about
the MLPS regime.

Hm Ak (R UCH R FrnliR BI7E JLME L T 0 K0 R ARG HIE C “ 53
KORRPHIE” D o, NEFARZANESERE, MEELSRZEG M
ORI PRI P AR E 2 B R

Any overlap between different provisions in the DSL and existing regulations should
be clarified and more details provided to allow financial institutions and other
businesses to understanding the obligations imposed on them. This is particularly
concerning to our members given the recent increase in scrutiny and enforcement
of MLPS in certain locations.

oL P88 175 B 22 A A AN R SRk Z IR AR A B G O, e b 2 40y,
1k SRR S AR A 7R XS AT 5% o 48T d i A S L b T %) 22 Bl DR 7
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In respect of the principles underpinning any commercial data classification, we
believe that financial institutions and other businesses should be permitted to lead
in determining the appropriate classification levels for data under their control,

taking a risk-based approach and protecting that data accordingly. This would
accord with existing guidance on classification and grading of data.

KT LR 2 2 JE ], AT, RV G B LA Ao H At A b A= S 1
S HA ) T EE S G 2R, SREBURS S M J77E, A B OR X Le 0 8
BT A WEER 7 M5 e85 -

On a related issue, Article 23 of the DSL refers to the State establishing a data

security review system relating to national security reviews of data processing
activities. However, there is insufficient information to enable financial institutions
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to properly assess this review’'s impact on their business operations. We
recommend that the Commission provides as soon as possible more details on
what the data security review system will entail and how it will be implemented.
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Similarly, other data risk assessments are introduced under Article 29 without clarity
on the triggering events for a financial institution or other businesses to conduct
data risk assessments or how such assessments are fulfilled. Our members believe
that financial institutions already have sophisticated risk assessment procedures in
place under existing rules, and so should be permitted to decide the frequency of
any such assessments themselves.
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Part B Specific comments on each article

ZE AXEBEFRHRGFER

In addition to the comments raised in Part A, we summarise in the table below our
comments and recommendations with respect to each article in the DSL.

FREAERAVE AL, T RMER AT B 2 40525 2 A R AL

Chapter | General Provisions

F—F 20

2

Our key concern on this article
remains in the Second Review DSL in
that we believe that extra-territoriality
should be limited to the maximum
extent possible. See our comments in
paragraph 3.1 in Part A.

The first paragraph of Article 2 clearly
states that the DSL applies to all PRC
Data Activities.

The second paragraph raises
additional ambiguity. It does not
expressly state that DSL will apply to
non-PRC Data Activities. Instead, it
merely states that Harmful Non-PRC
Data Activities will be subject to legal
liability.

The second paragraph may indicate
some extra-territorial jurisdiction over
non-PRC Data Activities (eg to
investigate whether they are harmful
to the PRC’s national security).

We submit that the current drafting is
too vague, and Article 2 could be
interpreted in ways which result in
conflicting legal obligations with
respect to non-PRC Data Activities for
financial institutions. As for the First
Review DSL, this has caused serious
concerns amongst international
financial institutions.

(a) Article 2in general

We urge the Commission to re-
consider and re-examine the existing
National Security Law, CSL, Archive
Law and other regulations, and
whether the relevant authorities can
rely on them to effectively manage
and regulate Harmful Non-PRC Data
Activities. Overlaps with any existing
law should be minimised.

(b) Imported data

We recommend expressly clarifying
that data processing activities relating
to data that is imported into the PRC
for processing and re-exported
without co-mingling with PRC data
are outside of the scope of the DSL.
Such clarification was made in the
Information Security Technology -
Guidelines for Cross-Border Data
Transfer  Security  Assessments
issued by the National Information
Security Standardisation Technical
Committee in August 2017. Without
this clarification, financial institutions
will be discouraged from using
enterprises in the PRC as outsourcing
hubs, leading to lose of revenue-
generation and job opportunities to
the Chinese economy.

(c) Second paragraph of Article 2

We urge that the DSL focus on PRC
Data Activities, and any investigation
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or enforcement powers should not
cover non-PRC Data Activities
because:

e the question of whether non-PRC
Data Activities are harmful to the
PRC’s national security or public
interest are likely to be
determined through hindsight.
Prospective assessments of this
are very difficult in practice
without detailed parameters and
guidance; and

e where certain non-PRC Data
Activities cause subsequent
unintentional harm to national
security or public interest, there
may be an inadvertent result of
finding a breach of the DSL
without any intent to that effect
(mens rea).

In addition, since the First Review
DSL, our membership has further
emphasised that the implementing
rules of the GDPR should be noted as
further discussing how
extraterritoriality is aimed only at an
intentional, targeted offering of goods
or services to individuals in the EU, as
opposed to where the provision of
goods or services is incidental or
inadvertent. As for the Second
Review DSL, we urge that the DSL
must prescribe similar indications to
those in the GDPR as to the extent of
its extraterritorial application on the
offering of goods or services.

We suggest refining the test such that
it would require at least some degree
of intention to conduct Harmful Non-
PRC Data Activities in order to be
subject to any investigation or
enforcement.

Please refer to our recommendations
in paragraph 3.1 of Part A and our
comments on Article 34 in this Part B.
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The definitions of “data”, “data
processing” and “data security” are
too broad.

In particular, the definition of “data
processing” can potentially cover all
aspects of commercial activities
involving data.

R R CHIR A 15 UL T
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We understand that the State will
establish the “data security
governance system” and promote the
enhancement of “data security
protection capabilities”. = Members
understand this to refer to a
governance  framework  among
governmental authorities,
departments and regulators, in the
manner set out in Articles 6 and 7.

FRATTRL A B SO 5L “ Ml 2 4R B
m&R”, JFiRm B g e RERE

5 BTG B H B L 7 o BT 55 I 1
B 22 40 (BREZIREWED 1M
T FRATEE BCEE 2 A 2 % R
i B 55 B AL T TG 7 3k o i FH Y 2
H8 GDPR H AR E -
BAVEVORE M, REZDOE—F
2 B 1 = AT A 3 [ B A i
B, Ao A L.
EZRBANERRRE 3.1 BMZHE
K =TI

We  recommend refining the
definitions such that including
‘impacting national security” or

“safeguarding national sovereignty” to
the definitions of “data”, “data
processing” and “data security” so as

to refine the DSL’s scope of
application.
Please also refer to our

recommendations in paragraph 3.2 of
Part A
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We recommend clarifying that Article
4 applies only to governmental
authorities, departments and
regulators as described in Articles 5
and 6, rather than to private entities
such as financial institutions.
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It appears from this article that the
Central National Security
Commission (“CNSC”) will be the
central policy maker for data security.
Our general understanding is that the
Central National Security
Commission primarily focuses on
political security and intelligence.

This is quite different from the existing
regulatory landscape with respect to
financial institutions’ use of data.

It is unclear how the role of the
relevant national security authorities
will impact the overall regulatory
culture and framework for day-to-day
data regulatory matters.

B, MARETAEAII B
B o

(a) Role of CNSC

We suggest clarifying the roles
and responsibilities of the CNSC
and the national cyber space
authority (which is responsible for
the comprehensive coordination
of network data security and

related supervision work
according to Article 7 of the
Second Review DSL). In

particular, we recommend clarity
as to whether this means the
CNSC will be responsible for the
comprehensive coordination of

the security and related
supervision of non-networked
data.

Please clarify to what extent this
change in regulatory landscape
would impact financial
institutions, for example:

e whether new rules or
regulations will be issued by
CNSC; and

e whether financial institutions
need to actively monitor for
any new rules issued by the
CNSC.

(b) PBOC as lead regulator for

financial sector

As financial institutions are highly
regulated in many aspects, in
circumstances where the DSL
has implications for the financial
sector, we recommend that any
additional rules or regulations to
be imposed on financial
institutions should be at least
reviewed, and preferably issued,
by PBOC, an authority that would
know the intricacies of the
existing and new rules.
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This article provides that the following
authorities are responsible for the
supervision of data security:

(@) regulatory bodies of specific
sectors including finance; and

(b) public security authorities and
national security authorities.

This raises  concerns  about
inconsistent interpretation and
enforcement of the DSL by the
different authorities.

Please also refer to our
recommendations in paragraph 1 of
Part A.
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We make the
recommendations here:

/]

following

(@) One centralised regulator

If the DSL has implications for the
financial sector, we recommend that
data processing by financial
institutions should be supervised by a
single regulator (or at least one
primary  regulator) to  ensure
consistent interpretation and
enforcement of the DSL
requirements.
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We recommend that the Ilead
regulator for financial institutions
should be the PBOC for the reasons
set out in our comments on Article 6,
consistent with our comments in
paragraph 1 of Part A.

(b) Involvement of local
governments

Please clarify the local governments’
involvement as referred to the first
paragraph (e.g. whether they will be
making rules or regulations), and how
they will interact with other relevant
authorities.

We submit that some financial
institutions have branches and places
of business in multiple provinces in
the PRC. It would pose practical
difficulties to them if they are required
to comply with different rules in
respect of the same piece of data
which may be used in multiple
locations.

(c) The role of public security
bodies and national security
bodies

The DSL should expressly clarify that
public security bodies and national
security bodies may enforce the DSL
in case of an infringement, but they
should not be responsible for the day-
to-day supervision of financial
institutions. The sectoral regulator
should act as the primary regulator.

(d) The role of relevant authorities
for national cybersecurity and
information

The last paragraph positions such

relevant authorities for national
cybersecurity and information (which
may include CAC) as coordinator for
electronic or network data. Please
clarify their role, e.g. whether such
authorities will be involved in
enforcing the DSL. We reiterate that
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the sectoral regulator should be the
primary regulator with respect to the
sector it covers. It should also
continue to be responsible for
ensuring consistency between its own
sectoral rules.
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We note that the Second Review DSL
includes a specific proposal for
industry associations and other trade
bodies to develop codes of conduct
on data security, strengthen industry
self-discipline and guide their
members to improve standards.
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It appears that the DSL seeks to
encourage cross border data sharing
provided that it is legitimate and safe.
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While financial institutions generally
favour self-regulation in industry-
specific tenets of operation such as
data management, more guidance
will be needed for foreign chambers of
commerce and other broad-discipline
organisations in the financial services
sector to understand what role is
expected of them under these new
requirements. However, it may not be
necessary to include any stipulations
in this regard in the DSL as industry
practice and self-regulation should be
a market-driven, voluntary
mechanism.
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We recommend the Commission to
communicate with financial

regulators, to reflect this policy to
encourage cross border data sharing.

We note that the State will participate
in the formulation of international
regulations and standards on data
security to facilitate cross border data
transfer. We recommend that any
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such new regulations should make
clear:

(a) that the PRC supports the free
flow of data across borders;

(b) the scope of cross border data
transfer that will be allowed
(including any restrictions on the
types of data or other caveats as
were agreed as recently as
November 2020 with the
agreement of the Regional
Comprehensive Economic
Partnership including
commitments on cross-border
transfers of data in Chapter 12);

(c) whether cross-border transfers of
certain types of data will be
subject to conditions. In
particular, financial institutions
are required to disclose data for
anti-money laundering  and
counter-terrorism financing
purposes, both within their
corporate groups and externally
to comply with regulatory
obligations. We suggest that this
type of cross-border data transfer
should not be subject to any
conditions. See also our
comments on Article 35 of Part B;

(d) the procedural requirements (e.g.
whether  entites need to
undertake a data security self-
assessment before conducting
cross-border data transfer); and

(e) the relevant regulator for
supervising the financial
institutions in relation to cross-
border data transfer activities.

As a general principle, we suggest
that international standards with
respect to cross-border data transfers
be taken into account when designing
these cross-border data controls to
facilitate the secure flow of data.
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Please also refer to our
recommendations in paragraph 4 of
Part A.

Further, we recommend the
Commission to reconcile Article 11
with Article 35, including specifying
the types of data which financial
institutions may transfer out of the
PRC without prior approval of the
relevant authorities (the current
formulation under the Second Review
DSL, as for the First Review DSL,
simply uses the broad terms of ALL
‘data”). In addition, we suggest that
the Commission clarifies that any
preferential policies in respect of
cross-border data transfers released
by authorities of free trade zones or
special economic areas at provincial
or municipal levels will remain valid.
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Chapter Il Data Security and Development
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16

We note that the relevant
administrative departments in the
State Council are responsible for
formulating standards concerning
standards relating to data
development, data technologies and
data security.

Implementation of global standards is
crucial to developing the PRC
financial market and attracting foreign
investors. The potential differences
in legal and regulatory requirements
regarding data security across
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Please provide details of the “relevant

authority” for the purpose of reporting

any breach of DSL.
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We make the
recommendations here:

following

(a) Adopting existing international
standards and best practices

We are of the view that these
standards should recognise and
adopt relevant international standards
as much as possible. If full adoption
is not possible, the standards should
be aligned with relevant international
standards, and formulated having
regard to overseas practices to
ensure the efficient flow of data and
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different sectors and different regions
in the PRC is an area of focus and
concern which may deter investment.®

This is particularly relevant to
multinational financial institutions
which may need to use, process or
store data in multiple locations. If the
standards are not compatible with

compatibility in practice, particularly in
the context of cross-border financial
activities.

We recommend setting out the details
by way of core principles of data
security which allow each
organisation to adopt a risk-based
approach to address the specific risks

international standards, it may result it faces.
in conflicting legal and regulatory
obligations, which will pose significant
challenge to multinational financial

institutions.

(b) Proposed amendments

We recommend amending Article 16
as follows:

“The State advances the construction
of data development and use
technology and data security
standards systems. The State
Council administrative department for
standardisation and relevant State
Council departments will, according to
their respective duties and
responsibilities, organise the
formulation and timely revision of
standards concerning data
development and use technologies
and products and security-related
standards—Fhe—State—following the
principles of transparency, openness,
impartiality and consensus,
effectiveness _and relevance, and
coherence. The State creates an
open _and inclusive standard setting
environment and supports
enterprises, social organisations and
educational and scientific research
institutions, institutions of higher

5

Based on the “Study on Trading and Clearing Trends in Derivatives Markets” released by FIA in March 2020 (available
at:

), the industry’s top request in terms of the changes they would like to see from policymakers is to lower barriers for
cross-border trading and clearing (see pages 6 and 7). The interest in the PRC markets by U.S. and European firms only
adds to the importance of efficient cross-border operations. According to the study, 29% of respondents stated they are
already active in Chinese futures, 20% are planning to enter the market soon, while 18% are exploring opportunities there.
This study pre-dates the global spread of the Covid-19 pandemic, but it gives an indication of the strong interest in the
PRC market by industry participants.

WA FIA T 2020 F 3 HREM (WAL RNy M FEBaAHFIITY WU
https://www.fia.org/resources/fia-greenwich-associates-release-new-derivatives-market-research (1% #f 5¢
AT D 5 AT MR AR BOR TR 5 RENS FEARES B2 5y MIEE SR T IR (R DT Fe i 75 28
6. 7 T, TMEREA TN E T O o B m S SR . BT AR S, 29% 1 XY
FIRAATEBINZ 5P E BT, 20%80 A RIETHRIT A AREREANTT, HH 18%HIHAEX R IE
TEA RTINS o S BT FER i A AR I 8] B TR il R 0 Bk, (AT MRS & LA 2 5
NS E T B A BB Z R

A44758282/1.0/28 May 2021

28


https://www.fia.org/resources/fia-greenwich-associates-release-new-derivatives-market-research

HATEER], HBlE BTk, BEs
ARANEHE 2 A AR R bR, A | [ 55 B
A FRATEE 15T

Be A, [ B o o4 10 S e 0 A Jee v ) <
T 37 VR 51 AR E N+ 23 SRt .
] AN [R) AT Ml A 1 XA R 22 4 A R ik
RN M B T T T AE O B
SIRFRENLLE, AISHREEN, °
i BAEANFIMBIXAE T Ak BlA7 fif £
& 1 B e sy k. kAT
RARHEABE S H bR brEHsa M s, wl
fE = FEORERMAE X5 HR, Mg
(] <= AL LAY R s ™ DR 5 o

education to participate in the

formulation of standards.”

(c) Involving foreign entities in the
drafting process

We recommend the government build
standards with participation on a
voluntary basis by relevant
stakeholders, including foreign
entities, to ensure practicality and
effectiveness. We expand on this
process in paragraph 1 of Part A.

(d) Uncertainty about the legal
effect of industry standards

Please clarify the nature of the
standards formulated pursuant to
Article 16 (e.g. mandatory
requirements in rules or regulations,
or industry recommended standards),
and the implementation plan for the
standards.
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17 We welcome the PRC’s support for
specialised agencies to provide
services in respect of data security
monitoring, assessment and
certification.

(€)
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Please clarify:

(a) whether these specialised

(b)

(©)

agencies will be required to be
certified by the relevant
authorities;

if so, the specific criteria for the
certification, and the timeline for
obtaining such certification; and

Whether a data security risk
assessment needs to be
performed by the specialised
agency. We submit that self-
assessment using a financial
institution’s independent internal
qualified functions (eg risk
management or audit) should
suffice. © See also our

5 For example, a number of international financial institutions will already have adopted international
cybersecurity principles such as the so-called three lines of defence model. Any internationally qualified
professional within an internal department should be adequately qualified to conduct a self-assessment
because he or she will have a better understanding of the institution’s hierarchy and can independently

report to the risk and audit bodies of the institution.
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recommendation in relation to
Article 21.

Ut
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We note that Article 18 provides a

policy direction.

We share our view that:

° the data transaction market
should not be overly regulated,
as it would be burdensome for
firms  engaging in data
transaction activities, and
detrimental to development of

the market and business
interests. We recommend
promoting and incentivising

voluntary sharing at the initial
stage; and

o a foreign entity should be
permitted to participate in the
data transaction market as a
data transaction intermediary, a
data receiving party and a data
providing party. This would help
develop the market.
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Chapter Il Data Security Systems
BB REREE

20

We note that the Second Review DSL
specifically mentions the MLPS on
several occasions. Comments on the
First Review DSL highlighted that
references to classification of data
and related protection systems would
seem to reference the MLPS provided
for under article 21 of the CSL, so this
clarification that this is the
Commission’s intention is welcomed
from the perspective of operational
planning certainty.

While we are generally of the view
that the tiered data security system is
an important part in safeguarding data
security, having multiple sets of rules
on the MLPS regime (if that is the
intention of different references in this
article and also Article 26) could
cause contradiction or  other
confusion for businesses.
Furthermore, the references are
vague and lack details on how the
tiered data security system(s) will
operate.

EEBAERT AR BT BN 2 M55 B
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(@) Confusion on Articles 20 and
26

We recommend that any potential for
overlap and therefore confusion as a
result of similar concepts being
introduced in each of Articles 20 and
26 is resolved. Article 20 requires the
State to establish a MLPS for data,
while Article 26 suggests that the
existing MLPS established under the
Cybersecurity Law should be the
baseline governance framework for
management of data processing
activities. It is unclear whether the
intention is that both articles refer to
the same MLPS regime. If not, there
is a risk of creating two apparently
similar classification regimes for
managing data-related risks, which
may create unnecessary complexity.
We suggest that the Commission
considers aligning Articles 20 and 26
to build on the existing MLPS regime,
and amend Article 20 accordingly to
confirm that the implementation of
multi-level protection for data will be in
alignment with the MLPS required
under the CSL.

(b) More
required

detailed guidance

Once it is ensured that there is no
contradiction or other confusion
caused by the co-existence of
multiple sets of rules on one regime,
we recommend detailed guidance in
respect of the level of protection
required and the enforceability of
tiered data security system is
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released or, ideally, existing guidance
can be refined and (where
appropriate) supplemented in
consultation between industry
regulators and businesses and relied
on to avoid co-existence with another
separate regime (see (c) below). This
would enable financial institutions to
formulate and implement appropriate
measures to ensure compliance.

(c) Risk-based data classification

We refer to the guidance on
classification and grading of data for
security and futures industry issued
by CSRC which is a non-mandatory
recommended industrial standard.
This CSRC guidance provides for a
multi-level data protection scheme
conducted at an industry-specific
level. Industry supports sound data
governance practices in line with
international standards. For
commercial data  classification,
financial institutions and other
businesses should be permitted to
lead in determining the appropriate
classification levels for data under
their control, taking a risk-based
approach and protecting that data
accordingly.

Furthermore, financial institutions are
subject to various regulations and any
additional  standardisations  and
categorisations should be avoided so
as to reduce possible overlaps and
inconsistencies.
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There may be inconsistent definitions
of “important data”.

The DSL does not define “important
data”. Instead, the State shall
formulate a catalogue of “important
data”, to be then used by relevant
regions, departments, industries and
sectors.

The formulation of the catalogues
across  different  regions and
industries may differ. This
inconsistency will cause practical
difficulty in compliance, particularly,
for financial institutions with branches
and places of business in multiple
provinces in the PRC, as they may
need to store and use the data on
both a localised and a centralised
basis.

AR 9 i P AT b bR v . X —
R = 36 51 AL 1 RS AT M
12 FEHE R T 5 AT SRR
FF o [ Brbr AR . AS 8 00 U IR
BV o Xt T ok BodlE o SR
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o2 3t PR3 K8

a0 S ot U IR (AP G  e
TAEREM, B, NSRS
AR AT ESN R bR 232K, DAY D
Al AE YO Bl B R E B A — 2
.

Define “important data” in the
DSL

We submit that the definition of
“‘important data” should be consistent
across data processing activities,
regardless of the location and industry
in which the data is used.

(a)

We also request the Commission to
clarify whether “important data” will
form part of the “controlled
categories” referred to in Article 24.

(b) Industry-specific catalogue
prevails over location-specific
catalogue

If the Commission does not agree with
having one single definition of
“‘important data”, we suggest that the
DSL should expressly provide that the
definition or catalogue of “important
data” issued by sectoral regulatory
authorities prevail over that issued by
local governments.

We believe each sector or industry
has different practices and concerns
with respect to data use and suggest
PBOC centrally take the lead and
develop the important data catalogue
for the financial sector as a whole.
The relevant regulators are in the best
position to formulate the scope of
“‘important data” so as to achieve the
purpose of safeguarding national
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security and public interest while
minimising impact on businesses.
The relevant regulators should also
provide guidance on how to deal with
data which falls within the ambit of
more than one industry-specific
catalogue.

(c) Involving market participants
in drafting of the definition of
“important data”

We request relevant authorities to
actively seek the views of market
participants and involve them in the
drafting process when formulating the
‘important  data” definition  or
catalogue. Please also refer to our
recommendations on having the
PBOC as the lead and co-ordinating
regulator for financial institutions in
paragraph 3.2 of Part A.

This is particularly important as
Articles 26 and 29 of the DSL impose
various data security protection
obligations on financial institutions
including their responsible persons
and management bodies. See also
our comments on Article 26.

(d) How the concept of “important
data” interacts with previous
draft regulations and existing
law

We refer to:

e the draft Guidance on Security
Assessment — Guidance for
Cross border Data Transfer
(2017) issued by National
Information Security
Standardisation Technical
Committee (“Guidance”); and

e the draft Financial Data Security
— Guides of Data Security
Classification (2020) issued by
PBOC (“Guides”).

The Guidance and the Guides provide
details on the meaning of “important
data”. Please clarify whether or how
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the Guidance and the Guides may
impact the tiered data security system
and that such non-mandatory
guidelines remain recommendatory
only.

We also suggest that the meaning of
‘important data” referred to in the
Cybersecurity Law and the DSL’s
“‘important data” should align.
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(b)

(€)
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21

The centralised mechanism for data
security risk assessment, reporting,
data sharing and supervision is likely
to impact the operation of financial
institutions.
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We recommend that compliance by
financial  institutions  with  the
centralised mechanism should be
voluntary at the initial stage.

This would facilitate the relevant
authorities to review its efficiency and
effectiveness.

The  requirements under the
mechanism should not be too
onerous, as any such requirements
will be detrimental to economic and
business interests.

In  respect of the reporting
mechanism, we recommend
introducing the concept of a risk-
based approach and self-
assessment. Such assessment
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should be formulated having regard to
the nature, volume and sensitivity of
the data. A lead regulator (e.g. PBOC
as recommended) could develop best
practice guidance together with
financial market participants, so that
they can give due consideration to
issues such as confidentiality,
participation in international financial
markets, intellectual property and
other related legal obligations.

Please see the Financial Services
Sector Cybersecurity Profile
developed by the Financial Services
Sector Coordinating Council” as an
example of a risk-based assessment
tool.
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772) (@) Lack of sufficient details We recommend:
The DSL does not contain sufficient e  providing more details on what
information relating to the data the data security review system
security review system to enable will entail and how it will be
financial institutions to properly implemented;
7 Available at: . (English version only)
AT RAR R L B - CEEE 5D

A44758282/1.0/28 May 2021
39


https://fsscc.org/Financial-Sector-Cybersecurity-Profile
https://fsscc.org/Financial-Sector-Cybersecurity-Profile

assess its impact on their business e restricting the scope of the

operations and their risks. application of the data security
review system such that it can
focus on addressing key national
security concerns;

o clarifying when a data security
review will be triggered and what
types of “data” or “data activities”
will be covered, and who will be
qualified to conduct the data
security review (e.g. whether the
review will be conducted by a
relevant authority, or whether a
financial institution will be
expected to engage independent
auditors, or use internal resource
to conduct the review); and

e that the Commission prepare and
make available to all financial
institutions a matrix of relevant
authorities for each industry and
region.
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(b) Broad potential application We recommend clarifying how the
data security review in this article
relates to the “security assessment
processes” described in the
Cybersecurity Law and the second

Having regard to the broad definition
of “Data Processing activities”, we are
concerned that this article may lead to
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an unintendedly broad interpretation
and application.

(b) BENBIEERS
ST CHIRELIE SN I E
FRATHEL A S 1T BB 2 7E TE R ) 58U
N BELZ R RN A

review draft of the PIPL (“Second
Review PIPL”), the data security risk
assessment (as stated in Article 21),
the draft guidelines issued by the CAC
and industry standards.

We suggest that a financial institution
should be exempted from the data
security review if it has conducted a
security assessment process in the
past year.

We recommend clarifying the nature
of this national security review in the
context of data processing activities.
There are already a number of
existing and proposed mechanisms in
place for review of data processing
activities, such as the cross-border
security assessments required under
Article 30 and under the CSL, and, to
maintain business efficiency, any
duplication of processes should not
be created. Implementing rules
clearly setting out the triggers for a
review and the scope and process for
the review (including the statutory
timeline) should be released as soon
as possible.

Where it is feasible to include a
decision appeal process, this should
be incorporated for the purpose of
accountability under the principles of
the rule of law. At a minimum, a
channel should be implemented to
share with the relevant parties
disclosable information as to why the
decision was made, so as to provide
transparency that all important facts
have been considered in the decision.
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24

We understand that the State will
impose data export controls.

We are particularly concerned about
the following:

(@) What the data export controls
entail - for example, whether
financial institutions will be
subject to any obligations to
disclose the details regarding the
destination’s network or
cybersecurity, or to encrypt
controlled items before transfer
across border.

(b) Consequences of breach of
data export controls - for
example, whether failure to
comply with the data export
controls would impact the ability
to expand business in the PRC,
or to obtain new licences.
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We recommend clarifying if
“controlled items” means “Controlled
ltems” as defined in the Export
Control Law. If so, we submit that this
requirement should be set out in the
Export Control Law but not the DSL.
If not, we recommend clarifying the
scope of “controlled items”.

We also request expressly providing
that the sharing, disclosure and
transfer of data within the same
corporate group (including between
different branches) should not be
subject to export controls regardless
of whether the data is a “controlled
item”.
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We recommend clarifying:

(&) what would amount to
“discriminatory prohibitions,
limitations or  other  such

measures”;

(b) that a private entity will not be
affected even if it is incorporated
in an impugned country;

(c) the relevant authorities which will
be responsible to supervise
compliance of any measures
adopted; and

the specific circumstances and data
types to which this Article 25 may

apply.
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(b)

Chapter IV Data Security Protection Obligations

FENE HIRRERFNE

Chapte Chapter IV of the DSL imposes a
rivVin number of obligations on financial
general institutions.

We recommend detailed guidance to
enable the financial institutions to
understand their obligations and how
to comply. Please also refer to our
recommendations in paragraph 1 of
Part A.
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We raise the following:
(a) Status of requirements

The reference to “administrative rules
and regulations... and other
measures” may have an unintended
effect of requiring financial institutions
and other private entities to adhere
strictly to recommended standards
which do not have the force of law in
the first place.

This article may expand the scope of
application and uplift the punishment
for existing requirements. We believe
the original intention of those
requirements should be upheld.

FATE AT

(@) BxMERMAL

Xt “ATBUEM...... e HoAl 0 B i
(P33R 7] e o B R e ml AT LA & FL
Al L S A A S R AR, T
B RAREFL LI TIERRT

AR REY RIBUAT L2 1IN HYEH
HEINAL T o FRATTIA N B 4 5 5
MR

(b) Multi-level protection scheme

As noted in respect of Article 20, the
Second Review DSL specifically
mentions the MLPS on several
occasions.

However, many firms assert that there
is a lack of detail in respect of practical
compliance with the MLPS, including
how to conduct assessments and
grade systems in terms of the level of
protection required, etc. This is

TATE WS T My EgIRS], ik
B A XSS KA #8AT . TRE S
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We recommend expressly clarifying
that:

e data activites should be
conducted in compliance with
mandatory requirements under
the relevant laws and regulations;
and

e entities will not be required to
adopt recommended standards
or best practices (which should
be in Iline with international
standards as mentioned in our
recommendation on Article 16),
but they may do so voluntarily or
choose other standards or
practices that allow them to
comply with the DSL, in light of
their own circumstances and/or a
particular fact pattern.
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See our recommendations on Article
20 in respect of the potential for
overlap and therefore confusion as a
result of similar concepts being
introduced in each of Articles 20 and
26.

We suggest  that regulatory
supervision and enforcement in the
area of MLPS must be balanced with
the ability of financial institutions and
other business to be able to comply
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particularly concerning to financial
institutions due to the apparent
increase in regulatory focus on
ensuring MLPS compliance.
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(c) Responsible person and
management body for data
security

This article imposes direct obligations
on financial institutions and other
private entities to maintain
responsible personnel and
management body for the purpose of
the data security protection.

while the related rules and guidance
are being formulated. Financial
institutions would welcome the
opportunity for more dialogue with
industry regulators to improve, in
particular, processes of self-
assessment within industry
guidelines. For efficient compliance
with the MLPS regime, it will be crucial
that financial institutions and other
businesses have clear direction from
the Commission and industry
regulators that MLPS-related laws
and regulations remain mandatory,
but industry guidelines are only for
reference.
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To enable financial institutions to
comply, we recommend expressly

clarifying:
e that the responsible person can

share roles between group
companies, affiliates or other
similar data protection roles

under other laws or regulations;
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However, no detailed guidance has
been provided as to complying with
these requirements.
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This article imposes a notification
obligation on financial institutions in
case of a data security incident.
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e that the responsible person can
have other roles; and

e the obligations and potential
liabilities of the responsible
person and the management
body or providing reference to
other guidance such as in the
Information security technology:
personal information security
specification (GB/T 35273-2020).
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The article requires notification to
data subjects according to
“regulations”. We ask that the
relevant regulations be sufficiently
described to enable this Article 28 to
be interpreted properly.

We also suggest, as for the First
Review DSL, clarifying to whom
should a financial institution report in
case of a data security incident.

We also recommend detailed
guidance on how the requirement will
be applied and enforced. For
instance, financial institutions may be
subject to a duty of confidentiality to
other parties (e.g. under contract).
Such guidance should assist financial
institutions to  navigate those
conflicting obligations.
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We refer to our comments on Article
20 with respect to the definition of
“important data”.

R RANIR T —HF X “&E
B LR

(@) Data exports by critical
information infrastructure (“CII”)

We note the welcome clarification in
Second Review DSL that security
administration of outbound transfers
of important data by operators of
critical information  infrastructure
(“ClI”) is to be governed by the CSL.
However, the security assessment
regime under the CSL remains
unexplained and the Second Review
DSL does not provide further
guidance in itself. In particular, neither
the CSL nor Second Review DSL
contain a definition of a CII operator.
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We suggest clarifying the triggering
event for a financial institution to
conduct data risk assessments and
providing details of the assessment
standards. We recommend that a
financial institution should decide on
the frequency of the data risk
assessment having regard to the data
security risks to which it is exposed.

Please also refer to our
recommendations on Article 21 above
with regard to risk-based assessment.
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(a) Clarify scope of ClI

We suggest clarifying the definition of
“CII” operator under the DSL or
expressly specifying that Cll operator
should have the same meaning as
that under the CSL, and providing a
definitive timetable for release and
implementation of the 2017 Draft ClI
Measures or other measures which
will set out an unambiguous term.

We suggest the relevant sector
regulators actively seek the views of
market participants and involve them
n the process of formulating the
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Although a partial definition was
provided under the CSL and a two-
limb test to determine whether IT
networks constituted CIl was
proposed under the draft Measures
on Security Protection of Critical
Information Infrastructure issued in
July 2017 (“2017 Draft CIl
Measures”), these draft rules were
never enacted. As such, financial
institutions cannot be sure whether
same definition should apply under
the DSL and, if so, when the relevant
provisions of the draft rules will be
settled.

(b) Expansion of localisation
requirements
Despite the clarification above,

uncertainty for financial institutions
and other business is increased by
the suggestion that cross-border
transfers of data by other
organisations and individuals may be
regulated further in rules to be
formulated by the CAC and other
competent departments of the State
Council. Therefore, the lack of
additional information on the meaning
of “important data” and a timetable for
any other measures to be released is
unwelcomed uncertainty for
businesses operating on a cross-
border basis, particularly given the
breadth of proposed restrictions
introduced in draft measures and
guidelines previously.

(a) XRESEMFEHITHREHE
HANER R, B aih (FRR
CRAC PP PSS i g = Y

definiton of “ClI” and any
accompanying requirements for a
particular sector. Please also refer to
our recommendations on having the
PBOC as the lead and co-ordinating
regulator for financial institutions in
respect of Article 6.

(b) Minimise
reguirements

localisation

We strongly assert that any additional
proposals around data localisation
should be reconsidered, as
localisation of data does not serve
effectively to improve protection of

interests unless the scope of
restricions to be administered
effectively by  business and

government is very well defined and
as narrow as not to unduly stifle
legitimate business. If that is not the
case, localisation requirements give
rise to many disadvantages including
curtailing the financial industry’s
growth and compromising the
effectiveness of cybersecurity, risk
management controls and business
continuity, with restrictions serving to
reduce product and service offerings,
and impair the quality of any offerings,
to Chinese customers, and ultimately
negatively impact the PRC’s role and
participation in international trade
flows.

However, if the Commission believes
the possibility of imposing additional
localisation requirements must be
retained, we would strongly suggest
that a definitive timetable for release
and implementation of the relevant
rules is provided at or before the
finalisation of the DSL.

Please also see our comments on
Article 24.
(a) FAfA X B{E R EMIZERTEE

AT BT R 22 4 i T i) QRS
SR 12 8 I E B B A
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We recommend amending Article 31
as follows:

“Any  organization or individual
collecting data must adopt lawful and
proper methods; they may not steal
data or obtain it by other illegal
means. Where laws and
administrative regulations contain
provisions on the-purpose-orscope-of
data-collection or use, or both, of data,
data shall be collected for a lawful
purpose and used in accordance with
the purpose(s) for which the purpese
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We welcome the Government’s
positive  attitude towards data
transaction activities.

We submit that the current regulatory
requirements on data protection in the
financial sector are stringent and data
activities conducted by financial
institutions are subject to strict
regulatory oversight and involve
intricacies of various existing laws
and regulations, including those
relating to anti-money laundering and
counter-terrorism financing.

It is extremely costly and complicated
for financial institutions to revise their
existing practices to address any
changes in legal or regulatory
requirements. The interplay of the
new and existing requirements may
also create unintended
consequences for data subjects.

and—within—data was collected. An
organization or individual shall collect
only such data as is needed for the
scope—prescribed—by—laws—and
administrative—regulations—intended
purpose.”

We also recommend clarifying the
ambit of “data collection” in this article.
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We suggest caution in imposing any
new regulatory requirements on data
transaction activities. We also
suggest the Commission to consult
the relevant authorities, and industry
stakeholders to ensure that they are
practicable and workable.

As was the case for the First Review
DSL, financial institutions will require
further details on data transactions
(eg what types of data may be
transacted, the extent to which the
data may be further transacted, how
issues such as breach of
confidentiality or secrecy should be
dealt with) to provide meaningful
comments regarding to any potential
data transaction with respect to
financial data.

If the Commission intends to allow
data transactions with respect to
financial information, the Commission
should work together with PBOC to
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ensure existing rules are updated to
reflect this policy. Please also refer to
our recommendation is paragraph 1
of Part A.
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We make the
recommendations here:

following

(a) Scope of the licensing regime
for “data processing related
services”

We recommend defining “data
processing related services” to clarify
the scope of the licensing regime.

We further submit that foreign entities
should also be eligible to apply for
licences to operate “data processing
related services”.

(b) How the new licensing regime
interacts with existing law

We recommend clarity as to how this
new licensing regime will interact with

the administrative licensing
requirements for telecommunication
business under the

Telecommunications Regulations.
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As for the First Review DSL, we
submit that this article does not
provide sufficient details relating to
the scope of investigation or
enforcement powers, who may
exercise such powers, and how they
may be exercised.

This is particularly the case for
international financial institutions.

Such further details are essential to
enable those financial institutions to
formulate and implement appropriate
internal measures (e.g. privileged
access, authentication activities, user
credentials, mail attachments and
uploading/downloading activities) to
monitor and manage data security
and to ensure compliance with the
DSL.

We reiterate our comments and
recommendations on Article 2 in this
Part B that the investigatory power by
the relevant public security
departments and national security
departments should not cover non-
PRC Data Activities. See also our
comments on the DSL'’s
extraterritoriality in paragraph 3.1 of
Part A.
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We recommend providing specific
details regarding the following items

as was the case for the First Review
DSL:

(b)

(a) the relevant laws and regulations
referred to in Article 34 with which
the public security departments
and national security departments
are required to comply;

the contact details of each
relevant public security
department and national security
department in respect of any
investigation or enforcement of
the DSL;

(b)

(c) how data may be collected by the
relevant public security
departments or national security
departments, and how they will
make such requests for data,

including details on:

¢ how they may exercise their
powers to request data stored
outside the PRC for the
purpose of investigating any
Harmful Non-PRC Data
Activities; and

e the approval procedures that
they need to go through to the
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We refer to Article 177 of the
Securities Law and the draft Article
136 of the Futures Law which restricts
the disclosure of securities business-
related data to overseas regulators.

We understand that the existing
position is now proposed to be
expanded to cover any and all data
stored within the PRC that may be
requested by foreign judicial and law
enforcement bodies, similar to the
obligation in respect of personal
information under Article 41 of the
Second Review PIPL.

In addition, we note in the Second
Review DSL that the ability to provide
data in accordance with international
mutual assistance treaties and similar
agreements to which the PRC is a
party no longer prevails over the DSL
restrictions.

We continue to submit that this
expansion will create major issues for
global financial institutions

request data for the purpose of
investigations.
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As in our submission for the First
Review DSL, we strongly recommend
expressly clarifying that this article
does not apply:

(a) to the types of data that are not
likely to endanger national
security or public interest. These
types of data should be expressly
set out in the DSL or any related
rules or regulations;

(b) to data stored in the PRC merely
by virtue of its storage in a cloud
server located in the PRC;

(c) if there is no data export (ie if a
copy of the data is already
lawfully stored outside the PRC
offshore before a foreign judicial
or law enforcement body makes a
request for the data in the
jurisdiction where it is stored
outside PRC);

(d) when the data export is to
facilitate intra-group assessment
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headquartered outside of the PRC, as
it is likely to conflict with existing legal
requirements under the laws of other
jurisdictions. For example:

e financial institutions may be
required by the foreign regulator
to respond within a time limit; and

e if PRC authorities refuse to
provide an approval to disclose,
then the financial institutions may
be in breach of the law of the
other jurisdiction.
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or reporting for anti-money
laundering and counter-terrorism
financing purposes; or

(e) to provision of data to
international organisations (e.g
Interpol), re-instating the
exception from the First Review
DSL allowing organisations to
observe international mutual
assistance treaties and similar
agreements to which the PRC is
a party.

We also ask that the meaning of
“foreign law enforcement bodies” be
clarified: in particular, whether
financial regulators, tax bureaus,
exchanges and clearing houses will
be considered “foreign law
enforcement bodies”.

We recommend that
authorities also expressly revise
similar  existing restrictions (eg.
CSRC's restriction on the sharing of
"any securities business related data"
without CSRC approval, and CBIRC's
restriction on the transmission of
client data to an offshore vendor
regardless of whether the data is
encrypted).

relevant

See also our recommendations on
Article 11.
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Chapter V Government Data Security and Openness
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This article appears to suggest that
State organs must monitor the
performance of data security
obligations by all parties that receive
“‘government affairs data”.

A K ALK 8 s [ XL A A M B B 55
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We welcome the opening up of public
data for use by firms which may drive
data innovation and the use of data for
public good and societal benefits.
This is essential to facilitate green
finance and sustainability.

We recommend clarifying the scope
of “government affairs data” as
financial  institutions that are
recipients of such data will otherwise
not have a clear idea that they are
recipients of it and therefore that they
have corresponding obligations.
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In this regard, we recommend
defining “government data” and

providing more details on how the
opening up of government data may
be balanced against the
confidentiality of information provided
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However, we are concerned that
financial institutions may lose their
rights over data provided to
government authorities, including any
such data that may be aggregated or
combined with government data.
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Chapter VI Legal Liability
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44 (@) Lack of clarification on the

trigger for sanctions

While we appreciate the
Government’'s desire to raise the
importance  of data  security
compliance  through  meaningful
sanctions for failure to comply and,
indeed, the increase in the level of
fines proposed in the Second Review
DSL compared to the First Review
DSL, we would like to point out that
the mechanism for triggering liability
and the quantum of any such liability
must be completely transparent and
unambiguous.

to government authorities by the firms
regulated by them.
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Please clarify which competent
authority (or authorities) will enforce
the DSL with respect to financial
institutions.

15 51 B < AL AT 8 22 &1
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Please clarify the criteria in finding a
“material security risk in data activity”.
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(a) Clarify trigger for serious
violations

We recommend clarifying what
amounts to a serious violation.
Avoiding non-compliance is, of
course, all financial institutions’
objective, but it is an important
principle of the rule of law to
understand the penalties that could
be applied on a breach.

(b) Clarify responsible persons

We suggest clarifying the definitions
of “directly liable persons in charge”
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(b) Lack of clarification on the
“directly liable persons in
charge” and “other directly
responsible personnel”

The “directly liable persons in charge”
and “other directly responsible
personnel” may be subject to fines
under certain circumstances while
there is no definition of these two
terms. In particular, it is unclear
whether the legal representative
would be held responsible if he/she is
not involved in data processing
activities. Given the magnitude of
personal liability involved, it is crucial
for senior management of financial
services firms to understand the
scope of these terms.
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We note that the Second Review DSL
includes additional penalties in

and “other directly responsible
personnel”.
We also recommend that the

threshold for individual liability be
clarified and set sufficiently high (e.g.
fraud and intentional breach rather
than only negligence) to ensure that
individuals understand their risk
exposure but are not unnecessarily
deterred from participating in these
roles.
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We recommend that this article (or
Article 34) is elaborated to clarify that
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instances where organisations or
individuals do not cooperate with
public ~and national security
authorities in providing access to
data. However, as stated in our
comments on Article 34, the Second
Review DSL does not provide
sufficient details relating to the scope
of investigation or enforcement
powers, who may exercise such
powers, and how they may be
exercised. As such, it is difficult, if not,
impossible for financial institutions or
their personnel to comply with these
requirements and therefore there may
be a real risk of violation of these rules
through no objective fault of the
organisation and/or individual in
question.
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We submit that private entities should
be entitled to civil compensation with
respect to any infringement of their
rights to trade secrets or proprietary
information caused by a government

employee’s negligence or abuse of
power.

any sanctions applicable in this
regard will only be triggered where
there has been no attempt on the part
of financial institutions or their
personnel to comply, and that the
Commission or competent authorities
seek to provide further guidance on
the requirements and process under
Article 34 as soon as possible.
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We recommend amending the Article
as follows:

“If government employees with the
responsibility of overseeing data
security neglect their duty, abuse their
power, infringe trade secrets or other
proprietary information, or abuse their
position for private gain, yet it does
not constitute a crime, they shall be
sanctioned in accordance with the law
and liable for civil compensation for
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We note that no timetable is stated in
the Second Review DSL for the
effectiveness of the DSL.

HAVERR, (BHELEE) (ZIRH
WD Frca Ml (B2 aik) 1
A H .

infringements of trade secrets and
proprietary information.”

Please clarify that “government
employees” referred to in this article
means any persons employed by the
(PRC) Government who are
responsible for supervising any and
all data activities with respect to data
security.
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We suggest that the period should be
at least 24 months from finalising the
form of the DSL. If, for any reason,
relevant sectoral rules cannot take
effect at the same time as the DSL,
we suggest an implementation period
of 24 months after the sectoral rules
are finalised, to enable financial
institutions to fully understand the
implications and formulate and
implement the necessary compliance
measures.
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