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Dear Sir/Madam:
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RE: The Consultation Draft of the Measures for the Security Assessment of Data
Outbound Transfer

KF: (BHRHBRREPINE TERBERF )

The Asia Securities Industry & Financial Markets Association (“ASIFMA”)! welcomes the
opportunity provided by the Cyberspace Administration of China (the "CAC") to submit
comments and suggestions on the draft Measures for the Security Assessment of Data
Outbound Transfer ( ¥ R & TPEIMNED ) (the "Measures™)?.
WIMIEZ MG BT 7 s ( “ASIFMA” o “ARPpE” 8 “IRAT MR RSEA L2t B 5
MEEIAE C“BRBPAZE” D) RAK B HE 22 Phi/rmk GERERRED ) C“ G
TREY 7 ) RIE AL

ASIFMA appreciates the CAC’s efforts to further develop the current rules and standards
relating to cross-border transfers of data. We support the need to establish reasonable and
proportionate mechanisms to safeguard data outbound transfer. Data is pivotal to the business
of our members, and providing corresponding protection for appropriate data transfer while
protecting data security is essential to the integrity of financial markets and customer, and
business confidence more broadly.
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We have consulted our members and received responses. This letter sets out our views on
the draft Measures, the practical difficulties financial institutions may face, and our
recommendations. In this letter, we also seek clarification on the application of, and suggest
amendments to, certain provisions of the draft Measures with the aim of striking a better
balance between data security, privacy protection and the commercial use of data (including

1 ASIFMA is an independent, regional trade association with over 150 member firms comprising a diverse range
of leading financial institutions from both the buy and sell side, including banks, asset managers, law firms and
market infrastructure service providers. Through the GEMA alliance with SIEMA in the United States and AEME in
Europe, ASIFMA provides insights on global best practices and standards to benefit the region. The mission of
ASIFMA is to promote the development of liquid, deep and broad capital markets in Asia, which is fundamental to
the region’s economic growth. ASIFMA drive consensus, advocate solutions and effect change around key issues
through the collective strength and clarity of one industry voice. The initiatives of ASIFMA include consultations
with regulators and exchanges, development of uniform industry standards, advocacy for enhanced markets
through policy papers, and lowering the cost of doing business in the region.
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2 http://www.cac.gov.cn/2021-10/29/c_1637102874600858.htm
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information sharing), and achieving clearer compliance guidance for data processors. Unless
otherwise specified, articles mentioned in this letter refer to the articles in the draft Measures.
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Overview of Feedback
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We understand that the Measures seek to set out implementation details regarding security
assessments that data processors are required to carry out under existing laws including the
Cybersecurity Law (“CSL”), the Data Security Law (“DSL”) and the Personal Information
Protection Law (“PIPL”).
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Our members believe that integral to their capability to function resiliently and to the standards
that their clients and parents demand is an ability to transfer data transnationally without undue
impediment or administrative burden. In the view of our members, the CSL, DSL and PIPL
already impose significant barriers to the free-flow of data which is beyond that experienced
in other global financial centres.
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Data transfers facilitate fraud prevention, anti-money laundering, execution of cross-border
business, the ability to effectively manage cyber threat, regulatory compliance and the
exchange of knowledge and ideas that allows our members to add real value to Chinese
consumers, enterprises and the Chinese economy as a whole.
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Other global financial centres seek to support necessary cross-border data flow through
internationally-recognized, practical mechanisms that do not require manual, time-consuming
government reviews. Such mechanisms include Standard Contractual Clauses, Binding
Corporate Rules and independent certification. We strongly recommend that the CAC align
with global practice on cross-border data transfers.
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However, our members also understand that in certain circumstances, China may have unigue
requirements, including control of data deemed central to China’s national security. In order
to enable protection of such interests without stifling normal business operations, our members
would respectfully urge the CAC to focus any government-led review of data export on well-
defined categories of sensitive data. This focused approach will have dual benefits of
supporting efficient business and better leveraging the CAC’s limited and precious
administrative resources.
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We note with particular concern that:

BAVREN =2
* the Measures, to a certain degree, seek to broaden requirements under existing laws;
and,
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* when introducing new requirements, leave certain areas open to interpretation without the
clarity required for data processors to be secure in designing their compliance programs
to align with the CAC’s expectations.
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Detailed Feedback
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1. Distinction between “Security Assessment” and “Risk Self-Assessment”

“R AP ACRE B YA H X 5

We note that the Measures seek to articulate detail in relation to two separate types of
assessment namely:
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e A“Security Assessment” — a State-conducted security assessment carried out by the CAC.
This appears to refer to the security assessments required under Articles 38(1) and 40 of
the PIPL and Article 37 of the CSL; and,
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* a “Risk Self-Assessment” — a data processor conducted self-assessment carried out by

the organization wishing to export data. This appears to be a new requirement that does



not currently arise under the CSL, the DSL or the PIPL. Where a State-led Security
Assessment is required, this Risk Self-Assessment is a preliminary step that the data
processor must carry out and submission of the report detailing the results of this Risk
Self-Assessment is required to submit for the State-led Security Assessment. In other
circumstances where a State-led Security Assessment is not required, a Risk Self-
Assessment seems to be the only step required prior to a cross-border data transmission
being made.
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For the purposes of these comments, we use these two terms as defined above.
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2. Triggers for “Risk Self-Assessment” under Article 5
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There are different interpretation for Article 5, literally the self-assessment referred to in Article
5 covers outbound transfer for all data, but Article 6 mentioned that Risk Self-Assessment is
a preliminary step of Security Assessment that some market players tend to understand the
self-assessment may cover only the data specified in Article 2. If a Risk Self-Assessment is
required whenever any data processor provides any “data” abroad, this is a very onerous
requirement, the scope of which goes far beyond the requirements seen to date under the
CSL, DSL and PIPL. We would suggest that a more reasonable requirement may be that such
Risk Self-Assessments need only be carried out in circumstances that a data export includes
a type of data deemed sensitive under the CSL, DSL and PIPL, that being the data specified
as triggering a Security Assessment under Article 2, namely: (i) personal information (“PI")
which requires a Security Assessment under the CSL or PIPL and (ii) important data collected
and generated through firms’ business operations in China.
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3. Triggers for “Security Assessment” under Article 4

BAKT “REWME” KALRER



We note that Article 4 introduces a series of triggers for a Security Assessment that widen the
existing requirements under the CSL, DSL and PIPL. We would respectfully suggest that the
Measures should not broaden requirements under existing law.
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Under the CSL (Article 37), critical information infrastructure (“CII”) operators that gather or
generate Pl and important data during operations in China need to store Pl and important data
in China unless export is necessary, in which case, they are required to go through a Security
Assessment. The PIPL (Article 38 and 403), repeats the CSL requirements of Cll operators
gathering and generating Pl and also adds that data processors handling a certain amount of
Pl prescribed by the CAC also need to comply with the same requirements. The PIPL also
states that for all other types of Pl processors, Security Assessment is not mandatory prior to
export, instead export is permitted subject to fulfilling one of four possible conditions (only one
of which is a Security Assessment).
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3 Article 38 Where it is truly necessary for a personal information processor to provide personal information to a
party outside the People's Republic of China for business or other needs, the personal information processor shall
satisfy one of the following conditions:
(1) passing the security assessment conducted by the cyberspace administration department of the State in
accordance with Article 40 of this law;
(2) undergoing personal information protection certification conducted by a specialized agency in accordance with
the requirements of the cyberspace administration department of the State; (3) concluding a contract with the
overseas recipient in the standard form promulgated by the cyberspace administration department of the State to
agree on the rights and obligations of both parties; and
(4) meeting the other conditions prescribed by laws, administrative regulations, or the cyberspace administration
department of the State.
Where an international treaty or agreement concluded or acceded to by the People's Republic of China has
provisions on the conditions for the provision of personal information to a party outside the People’s Republic of
China, such provisions may be followed.
The personal information processor shall take necessary measures to ensure the overseas recipient’s personal
information handling activities meet the personal information protection standards specified in this law.
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Article 40 Critical information infrastructure operators and personal information processors handling personal
information that reaches the volume prescribed by the cyberspace administration department of the State shall
store within the territory of the People's Republic of China the personal information collected and generated therein.
Where it is truly necessary to provide such information to a party abroad, they shall pass the security assessment
conducted by the cyberspace administration department of the State; where a law, administrative regulation or
requirement of the cyberspace administration department of the State provides that the security assessment is not
required, the provisions thereof shall be followed.
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While the Measures seek to introduce clarity on the Pl volume thresholds (please see further
comments on calculation of these below), these are not provided by existing laws and
implementing regulations, and additionally, also subject additional categories of data
processor to a mandatory Security Assessment.,
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Inconsistency of volume threshold definitions can be seen when comparing the Measures to
the consultation draft of the Administrative Regulations on Network Data Security ( {454
P PAH) (EK 2= W FH)) issued on November 14, 2021 (the “Network Data Security
Regulations”). Under Article 37(2) of the Network Data Security Regulations the sole volume
threshold-triggered basis for a Security Assessment is where a data processor processing Pl
of over 1 million persons exports PI, such threshold definition is consist with Article 40 of PIPL.
While this aligns to Article 4(iii) of the Measures, there is no volume threshold equivalent to
Article 4(iv) of the Measures set out in the Network Data Security Regulations. We would
respectfully suggest that the Network Data Security Regulations and the Measures should
align on triggers for a Security Assessment and that these should be set at a single trigger of
that set out in Article 4(iii) of the Measures (with the trigger set out in Article 4(iv) of the
Measures being removed).
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Lastly, under Article 4 of the Measures, additional categories of data processor are made
subject to a mandatory Security Assessment namely when: (i) any data processor's data
export includes any important data; and (ii) other circumstances arise in which the CAC
specifies that a Security Assessment must be conducted. This is onerous for data processors.
Given that the Article 31 of DSL has authorized CAC to formulate the implementing rules, and
as CAC rolls out the Measures, we strongly recommend that the CAC limit the scope of data
that will be subject to the CAC’s security assessment to the extent necessary and practical.
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4. Definition of “Important Data”
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Article 4(ii) requires that outbound transfer of important data is subject to security assessment.
However, we note that the definition and scope of “important data” is yet to be definitively
clarified. While we note that the Standardization Administration of China issued the
consultation draft of Information Security Technology - Guidelines for Identifying Important
Data in September 2021 and that the CAC Network Data Security Regulations also set out a
criteria and mechanism for identifying “important data”, we remain unclear on how “important
data” will be identified within the financial services sector, or if indeed financial services firms
will be deemed to generate or process important data. In particular, we note that financial
business/activity related information is not specifically referred to as “important data” in the
aforementioned September national standards (draft). We also remain unclear as to whether
the Measures apply when an institution collects or is entrusted with the Important Data
generated by a third party. For example, whether a financial institution would need to pass a
Security Assessment prior to transferring IPO due diligence to an offshore affiliate even where
the entity to whom the due diligence relates is already under an obligation to submit to and
pass a Security Assessment prior to transfer of the data to a financial institution.
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We strongly recommend that to the extent financial services firms are deemed to generate or
process “important data”, that the categories of data which are thus deemed for financial
institutions be narrowly limited to a (currently unpublished) catalogue of specifically articulated
“important data”.
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We further suggest that strict compliance with Article 4(ii) should be waived in advance of the
catalogue of “important data” applicable to financial institutions being published on the basis
that categorization of important data by financial institutions is not possible without clear
guidance. In addition, Article 4 (ii) provides that all the “important data” to be transferred
outbound will be subject to security assessment, it would be extremely onerous and
challenging for data processors. It is not practical to request the data processors to conduct



security assessment in regard of every outbound email containing “important data” during their
day-to-day business operation. Thus, we appreciate if CAC could set a reasonable amount
threshold for the important data, or to provide exemption accordingly.
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5. Calculation of Pl Volume Thresholds
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Article 4(iii) provides clarity on the PI volume processing thresholds referred to under Article
40 of the PIPL, and Article 4 (iv) provides similar volume threshold. We would request that
the CAC clarify how the volume thresholds are calculated, and the timeframe over which such
calculation should be made.
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When considering the appropriate clarifications to provide on these points, we would suggest
that:
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e Carve-outs are made from the volume threshold calculations including:
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o Pl relating to individuals who are not Chinese citizens;
e E A RN NG R

o PI relating to individual representatives of institutional clients (e.g. beneficial
owners, directors, staff and representatives);
Ml P AN AR sz N, B, B TERER BPMAGEE;

o Intra-group transfers (including for human resources management).
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e Whereitis necessary to transfer the same data back and forth in order to provide a service,
that this is only viewed as one transfer as opposed to each transfer ex-China of the same
data set constituting a new and distinct transfer;
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e The accumulated number of transfers refers to a number within a given period (e.g. one
year) after which the cumulative count shall be reset instead of the count accruing over all
time;
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o the commencement date for such calculation be specified, and in particular, whether the

Measures have retroactive effect. So, for example, whether the date for calculation of PI
volume runs for the date of incorporation of the entity or the effective date of the Measures
and, whether once the volume threshold is exceeded, the data processor needs to submit
all Pl transfers for Security Assessment (including recurrent routine transfers) or only those
occurring after the point in time at which the threshold is exceeded.
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6. Definition of “Sensitive Personal Information” under Article 4(iv)
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We would be grateful if the CAC could clarify whether the definition of “sensitive Personal
Information” under Article 4(iv) has the same meaning as that under Article 28 of PIPL or
Appendix B of Information security technology — Personal information security specification.
In particular, we seek clarification as to whether any financial account information will be
deemed as sensitive PI (or such information is only deemed as sensitive PI if, once leaked or
illegally used, it may easily cause harm to the dignity of natural persons or harm to personal
or property security).
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7. Definition of “outbound data transfer”
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The definition of “outbound data transfer” is not specified. We recommend that the CAC may
consider providing examples of which situations would be regarded as “data outbound
transfer” and subject to the Measures. For instance, whether it covers the scenario where an
offshore entity has access to view (but is not entitled to copy or maintain a copy of) the data
located in an onshore data center.
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We understand that the transfer of data to the Hong Kong Special Administrative Region, the
Macau Special Administrative Region and Taiwan will be deemed as an outbound data
transfer and thus regulated by the Measures. We appreciate if CAC could confirm this or
further advise on it.
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8.

1)

2)

Authorities in charge of Security Assessment
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CAC vs. financial regulator
PSR ] vs. S s B LA

We would request further clarity on the authorities practically in charge of administering
Security assessments. Article 10 provides that the provincial CAC may be involved in
conducting Security Assessments as well as industry authorities. While we welcome and
encourage the CAC to work closely and jointly with financial regulators in outbound data
transfer related matters, we would also like to highlight that financial regulators have
several existing requirements on cross-border data transfer that financial institutions need
to observe and perform. Those requirements range from data protection, anti-money
laundering and other personal information related obligations. Therefore, to the extent the
relevant data transmission has been reviewed and endorsed by the financial regulators,
we suggest that no duplicative reporting/application to the CAC is also required. We would
request that the CAC and the financial regulators work together in formulating mutually
recognized framework/standards and sharing information.

FAVR BRI A B A TT L VR R T AT G . MR AT 10 KAlE, AR
BEET ST E RS 522 1r0 . ATV I S5 X5 BT 5 Rl & MU 7E5E
MR AE A ST B R VIEAE, (AIRATRAR SR, SR e B A A T T O
B SR 75 B ST FIPAT AE SCIIAT ZEoR . XS EREFE IR IR . ReE A H AR A
BRI ST . B, FATEYG RS L S R i B B A AA T, T
i R A i) DR A8 T DR AT A o B A o X1 0 1D R < i A ALY T DA ] o 58 AR LA AT AR
REA I A5 R

We also consider it beneficial to regulators and industry players if security assessment on
financial institutions is conducted / organized by financial regulators within the framework
established together with the CAC (as mentioned above).

A0SR S RATLR AR 22 = DF A H < B LA A 5 015 0 1 T3 RPN AR 2R N R JE - Clan B oy
), FATHUE R U A G AT Wb 2 5 & # A 2.

In addition, as we understand that the Measures will not be applicable to offshore data
processors, so neither the CAC nor the financial regulators will enjoy any regulatory power
to offshore data processors in regard of data cross-border transfer.

BeAh, FATEAR CPEAL IR ARG TEAMEE BN, Bk, JATRES A=A L
BAVN DR 0 1 R < i 8 L A 5000 5 45 A i T 220 A ) 558 Bt A BEWLAG S2 B AE f H
B7.

Special professional agencies

L IHLH

We suggest the CAC clarify what “special professional agencies” in Article 10 refer to.
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9.

1)

2)

FATE VA ERT TS 10 260 H) “L 1IN BIE XL.

Security Assessment Application Documents
LA PG F B AR
Sample/template application documents

HH S A4 R R AR AR

Article 6 provides the requirements on relevant application documents for security
assessment. In practice, it would ease the preparation and review of such application
documents if the CAC could provide application templates for financial institutions to use
as reference (without taking out the liberty of the applicant in preparing documents in other
format which equally address the regulatory concerns as stated in the Measures). It will
also be helpful if the CAC could clarify the scope of “other materials necessary for security
assessment work” under Article 6(iv).

56 RHE T 2 TEAE ARG RIE MR SR . AESEEc, IR Bt S RS SR At FR I S
WAL RN 2% (S BRIT AR SR F ] <5 H i N\ DA A RS v % 7] 45 SOR AR
HHED , KT HIEM RS M A, RS A BRI — LU 6 &5 (JU) Il
FUER “ TPl TAERR R ARl 7 rvar, Ko Ra R,

Submission of contract with data recipients

S5 BT LA F

Article 6(iii) requires the submission of the agreements between the data processors and
the offshore recipients. We recommend removing Article 6(iii) as risk self-assessment
(under Article 5(vi) and Article 6(ii)) already takes into account of data transfer related
responsibilities and duties under the agreements. The requirement to submit the
agreements between the data processors and the offshore recipients will call for far too
much administration for both financial institutions and the CAC itself, given the need to
extract each agreement with the offshore recipients, translate them into Chinese and
piece them into a structured form that the CAC can process.

(PR IMED) 58 6 2625 (=) TR AP iR Bdls t 35 22 A VEAili N 2 24 38 52 o dl b 33 15 54 41
BTG R BT 5 5 558 () TGS 6 265 (=) WHUE MK B iF G B &%
J& 7 ZEE G RTS8 HBAH R I ST LS5, FRATE VUM BRI — 2K . Beah, 55
SE AT 58 PN Hidfs A B 7 ERE B S RN R ANMEOT B K R SRk 1 B SO AT
FAE T 5t A A PRI, AT S H50 40 Ak B 5 R 5% 7 2 58 iy SR B2 AT B 55 R Bt

We suggest the CAC publish a template contract containing minimum requirements (but
not intended to be a mandatory form) for the purpose of Article 9 so as to provide guidance
to market players as well as ensuring minimum requirements are addressed in the
contract.

FATEW ST P A EN CPEINED 5 9 e B AL B ¥ 5 B /MR IO T SL & Rl S 4t
— A RARE R KA AE S R (HAZEE bR S R AT 2O AR EIE D, AN B a2
FRMRT, I RRIREDR O& AE R HE S [F .
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3)

If the CAC intends to request more information about the contractual arrangement with
data recipients, we advocate that firms should be allowed to provide summary of terms or
redacted version, demonstrate appropriate controls, and leverage Standard Contractual
Clause (SCC) for PI cross-border transfer.

ot Ih A BHORAE T AR 5B HOT & TR R, FRATE VR B AL B PR A o kA
B IR HUG HE FRCA, e HoR B 2 3R i 15 0, B S NS S80S B A i A v

—] =+
EIF K

To speed up the assessment process with focused review, we recommend revising this
requirement to submission of summary of data related key terms of the contract on a
need-to-know basis instead of agreements themselves. Most of the commercial contracts
have complex (and lengthy) provisions which do not necessarily directly relate to the
matter on data security protection. The agreements may also be in English or other
languages. It would be more efficient to provide a contract summary and focus on the
data protection and data transfer related provisions in Chinese for the CAC to review.
T HERE A H B RRA AT, ATV IX —ERBEO: BT TRRBENE, e
Al 5 HEE AR G i . (MAESRAS) « REHE L& FHEA Z 2% HITK K%
WO R —E HEEE 7 AR B G, T B A R R R g s AR F RSO,
SR 2T Hd s CR AP AL S A SR Sk i LS R, IR A TR m st A B s A
HES

In addition, we also note that Article 38(iii) of the PIPL refers to a template agreement to
be issued by the CAC for outbound data transfer and the concept of contractual protection
as a means of facilitating cross-border data transfers is a key principle espoused here.
We take the opportunity here to reiterate the importance of the CAC issuing the model
clauses pointed to in the PIPL as one of the legitimate means for enabling cross border
transfers of Pl. We appreciate if the CAC can confirm that an agreement entered into
containing the minimum requirements set out in such template would suffice the purpose
of Article 9 (although a data processor may also use other form of agreement addressing
the issues set forth in the template, such as the GDPR Standard Contractual Clauses).
FATEEER], (DAEERIE) % 38 FH—3 (=) THE 5/ A S8 R A B
AR E S A % T IRATIR LA I8 & R OR3P Hicdhs 22 4 AL e ik B4l 175 B A i 10 B 22
JRW 2 —, FRAMEHA = EH BT A kA (D NEBRSED) FUE bR A& [RIVE 9 e ve
BN NG B EET B — R EE N . A1 B 5 70 A S 0e % W B AR 8 b it 5 [F] 0
7€ PR B IR L SR ) 5 JF 5 B AN R RSO 28T SR LA 2 CPPAl M) 28 9 SR K

CEHHfs A 3t m] DAASE FH Ay T X 0 SR BIARAE S R BOR, I GDPR bRtk & [F) 2%
FO .

We suggest the CAC consider specifying exceptional circumstances to the requirement
on the agreements between the data processors and the offshore recipients, e.g., where
there is a need for financial institutions to provide data to offshore tax or banking
authorites so as to comply with applicable foreign laws or international
treaties/conventions, in which case, there is unlikely to be a contract being in place.

12



4)

5)

TV ST I 2 575 FE R E To 7 P B8 Ab L5 I AMR WSO 2 18 & [ 1AM T, i,
AR SR B RO 938 <3 1 ) A B AR B [ PR 2k A0 BA 4, 7 B (R B A 55 BUARAT 1 A A 1)
RO, XA T SR MBS E BT 2 B A KT B2 & .

Article 9 (iii) restricts the re-transfer to a third-party. However, international financial
institutions often transfer or subcontract certain data to its affiliates (e.g. for centralised
functions) or its third party service providers to handle data processing activities. We
would appreciate it if the CAC may confirm that “restriction” in Article 9(iii) does not intend
to mean “prohibition”. In this sense, provided that there is adequate visibility into that
arrangement and controls in place with the third party, re-transfer should be permissible
given that the financial institution has already satisfied itself and the CAC that the initial
cross border transfer (taking into account the re-transfer which may/will take place) is
appropriate, necessary and secure. We suggest the CAC consider amending the
restriction on re-transfer to “restrictions on re-transfer, and/or data protection
requirements and risk control measures in the circumstance of re-transfer by the data
recipients (if applicable)”.

(PR IMEDY 28 9 2658 (=) TRIRMIBEAMENOT 1 B B e e 4 ot 26 =5 . AR
I ] < LR 308 g R O B A i B 2 FLSGHR A m) (i, Dy AR 2 T S e 4 o
D BUE =05 RS S BE R R BEAT R AL BE B . AR B /A AT A AR SR K Y
BRI EAEIRAE “AEIRT o ERXPRER BT, AWIREEW R TS IZEE =
T3 W HERUR B P fil i i, o T SR DRI 5t S0 A S5 1 IR SR R I L A5
BR (FRT R B0 ZE R MR OAANE R BIEY., BEMZAN, FEE
A SVE o BRI IRA TR W 3 7 23 B 5 R IR E S S0 75 s H S5 800 13 e 7% 4 FL A 2
2 MANRLIRGFR” BN “ AN S B0 T AL 15 D0 T 1) % 78 R 1) A/ s i 4
TRAIPESR AP HITE I Cani& D 7

Article 9(iv) mentions that security measures should be adopted where there is
“substantial change in the actual controller or business scope of the overseas recipients”
or “change in the legal environment of the country or region where the overseas recipient
is located, which makes it difficult to guarantee data security” — this requirement is unclear
as to what security measures the CAC is expecting from the data recipients to adopt on
top of their then existing security measures. Given other security safeguards already
imposed by this Article 9, and re-assessment will be triggered under Article 12 under such
circumstances, we advocate the CAC to remove Article 9(iv). If the CAC decides to retain
this requirement, we suggest the CAC clarify by whom and how the aforementioned two
factors should be determined, and what additional security measures the overseas
recipients are expected to adopt on top of their then existing security measures).

(PP IME) 28 9 2558 (DU THE, iR “HEahlloy 76 Sehnts fil A el &8 Va [l Rk A2
SRR, B CPITEE R DRI R A A S O DUR PR e, N
KRB 22t . FATNGREZIE S, SRS P EBIR RN £ LA 2 R
Bl Bk R A2 th . BT 9 RO 1 HAh 22 e OrpEsEt, 5 12 %M
58 V2 UK il R Bt S AL O R A AR, JRATEE SR p A MR 2 9 4558 (DD Tl
IR TTINA BRI E R IX— R, FATE WS I A E DU “ S HMEOT 7E LR
PR s 2B G R AR SR " B “ BT 5K M IX VA 5 A2 AR A 3 odE A
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ORBEEE 222 I AW AR HE AT RO IALE, LR B4R 78 H AT 22 24 it ) kil
b SR E LA () 2 4 T

10. Standards and Procedure of Security Assessment

REPHE AR

As a transitional approach, we strongly advocate that firms’ existing/ ongoing cross-border
data flow before the effectiveness of the Measures be allowed to continue during the
application process.

VEud Pt e, FRATmEA S, £ (PPHlInED) IERUAERGT, A e& KA BUEERFT I
Kol s B AL S 7E H s 2 2 TR I BLRE I8 45 AR 28

1)

2)

3)

Accepting and approving the application
2 TR HEAE H

Articles 7 and 11 provide that the CAC may determine whether to accept and approve the
security assessment application. We encourage the CAC to make it clear that this is a
permissive regime: provided that applicants are able to satisfy the criteria for risk
identification, mitigation and control espoused in these Measures, we understand and
expect that the default position will be to accept the application in relation to data transfers
in most cases, and approve/permit accordingly.

CIPAE M) 55 7 20 MEE 11 50 E, S0 AT e 52 15 S BN v 22 s PPAG R o 3RATT
AT Ip A B W DL — D WA, BdE 85 2 A TRl A — Mo Bl S RV AT PR R B 2R
HIE NBEIE I 2 (VPAGTMED T RIE R BRARAN 2 i XU R A e, FRATT 3R A 1 2 B
A BIERGER, ERZEGENT, SN EN 2R 52, Jf i s o ve s s
BideHs .

Timetable for application approval
B AT R

Article 11 stipulates 45 business days (extendable to 60 business days) for reviewing the
application. We strongly suggest the review timetable to be shortened significantly, e.g. by
taking reference of the 15 business days as mentioned in the consultation draft of the
Measures on Security Assessment of the Cross-Border Transfer of Pl (Exposure Draft) (
(MANE BB 2V IpE (ERE WA ) ) issued in 2019.

(PR IR%) 28 11 SFME ST EHAEZ H G 45 D TTAE H W 58 s th R 2 e vP Al (FF
PRIE DL N AEK, — Mk 60 M TAEHD o ATA BRI Re 4 s s AN R, Blan=%
2019 FERAM (MMNE B BB L&A INE ERE WA ) FrflER 15 M TEH.

Procedure of the application
H G Vi A

As with most other application process, we recommend the CAC to publish the detailed
procedure or flow chart for the application and review for purpose of transparency.
HRZHI A AR, AT ST TP 5 0] DL A H AT 2 ) TR 4R e Bm AR
PSR i I
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11. Effective Period for the Assessment Result

UREESE SRR e

Given the significant time involved in security assessment (including self-assessment to be
conducted before regulatory assessment), we suggest the following changes be made to
Article 12 relating to effective period for assessment result and re-assessment.

BT 2 APl CEE R E PR AR AT E 1 B RS P GG, JATEUON (PP IMZD
55 12 26 VPl 45 A BOU AN E B VA F R E AT DL N B

1) We would suggest the CAC remove the 2-year validity period for the security assessment
and firms can provide appropriate notification and conduct re-assessment if there is a
material change within the bounds of Article 12(i), 12(ii) and 12(iii). If the validity time is to
be retained, we recommend extending the effective period for an assessment result from
2 years to say, 5 years, which is more reasonable considering that re-assessment will be
conducted anyway during the effective period should the circumstances so request.
HATEIL TP A SMIER 2 VAL SR 2 FA AN, AR MBS 12 6% 38 () .

(=) M (=) TE BN R R, A w] AT BLE AN B Ip A I EAT R vP Al . 2R IR B
AR, FATREVGERAG R, BInEKs] 5 4. TATVNIERIHIUE 16 80 A 8= H
TEASE I RIRTIR T, ol BT KA RO A G R

2) We would suggest the CAC introduce a simplified procedure for renewal of the security
assessment result (e.g., by confirm that the then existing outbound data transfer does not
need to be suspended upon the expiry of the effective period of a security assessment
result, provided that a re-assessment application has been made 60 business days before
the expiry date).

PATEW ST I A A DO AL )€ — MR (B, EPPAS 4R A RO s ir 60
HA St AT L SR vl , A A RO m i o 7 2 15 B i 5% )

3) We would suggest the CAC amend Article 12(i) so that only “material’ change to the
relevant matters concerned will trigger re-assessment.
BAVE RGP AFHRHEE 12 FHE—FEE (—) BHEHUEMFREFI “ RAEZN” BSh
“CEORARAL” AT ik R VT A 1S T B AT OSSR I < R .

4) We would suggest the CAC clarify that re-assessment related application and review will
only be on deviation from the previously reviewed matters, instead of a full review of the
entire outbound data transfer plan, and accordingly shortening the review time for a re-
assessment application.

WAV BT p o S — D RRE, BB VA A 5 AR FR 37 R B 2 AN PR T30 2 iy i 2 S 000 A=
BT RE A, T A A o) A B0 1 5 A i T R AT P 4 R A, T A R T VT A R I 11
AT [H]

5) We would suggest the CAC allow data processors to continue data transfer during the re-
assessment period or kicking off such re-assessment procedures way ahead of the
proposed change so that the interruption to the business can be minimized.
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PATEB ST I 2 S SCVFECHE AL B AE B VP 391 1R 4R S0 AT Hd 5, AR 20 12 55050 — 3K
RUE AR AR A R 2 W SR SR HR PG AR T RE AR b 55 1A 47 T R o

6) We would suggest the CAC clarify what are the “other circumstances” provided under
Article 12(3).
AR E B A AT AR 56 12 5658 —3CH (=) TipEr) «“ HAbB®” .

7) We would suggest the CAC changing the last two paragraphs of Article 12 to the following:
FATIRIL ST A SR 58 12 5658 NS =3 BN T

“If any of the above criteria applies and it is necessary to continue the original outbound
data transfer activities (or if the effective period of the security assessment result expires),
data processors shall re-apply for security assessment 60 working days before the
proposed change (or before the expected expiration date, as applicable). The outbound
data transfer may continue pending the outcome of the application.
Those who fail to re-apply for assessment in accordance with the provisions of this Article
shall cease outbound data transfer activities.”

“CUnR_EIR S HOUE BB AL, O HLA O AL P 2 T Ak ST e IR SR S B (B
FIR VS ER A BT, W AP AR SR — O e B SR AR AT (ElT
WA RO R ET, &) 60 A TAE H R R e vF Al . 72 HRE 2], Ko S
.

RAZA KN E AT RV I, s BB s a7

12. Revocation of approval

6L i

Article 16 provides that the CAC may “revoke the assessment result and notify the data
processor” where, in the actual data handling process, outbound data transfer activities that
have passed assessment no longer meet outbound data transfer security management
requirements, we suggest the CAC include details and rationale for the revocation of the
assessment result so that it gives clear guidance to the relevant data processor and other data
processors for the outbound transfer process. We would also suggest incorporating
grandfathering provisions to provide assurances that outbound data transfers that have
previously been approved in accordance with these Measures would be exempted from any
such revocation during the effective period of such approval, so as not to unfairly penalize
entities whose failure to comply is attributable to changes to the requirements that become
effective after the submission for approval was made.

(PP IMED 28 16 S6HE St7p A BAE R I O 2 v Al iR 50 Hh 553 BN 7 S b B R oA
PR &R0 R 2 A PRI, A BURE VA 45 R OF I8 mn s i P . JATE WS A A
30 e B AU RO VR A 45 R 4R AR R, OB A B AR A B O R Gl . FRATTIE A
ATLME (PR IMED) e “B NZBBOR” BJ78, DR CEME (PPN IMED) SRAFHLAER
Kl 505 SR RO N AN PR D9 B H 8 22 4 B R B AR ST AR, B S AN AP st Ad
R BEARAZ F i Jim Hiodhs A 45 22 4 PSR AR BE 1 0L
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Further, we recommend that a timeframe allowing adequate time for transition to a new
solution be specified, or that at the very least acknowledges that a reasonable timeframe will
be agreed, rather than expecting an instant halt to any data transfer activities. This would be
disruptive to cross border business activities and could potentially be detrimental to the clients
that financial institutions are servicing.

BEAh, AT BN TE 0V Ak 2 25 2 2 B (0 B8 A5 e 4 R I P IR, sl &=/
T 1255 1 P IR A S AT 0 B SR U R T A2 SRS RN 2 M i BaiE sl . A5 AR
TS S 55 S, I AT RS e ALY Al 55 %5 P 1E O FE 1 E

13. Grace Period
B BR

International financial institutions usually need time to fully assess the legal and regulatory
implications and take actions to comply with the relevant regulatory requirements. Most of our
members would also need to go through internal authorisation and approval procedures for
new data policies to take into effect. Therefore, we suggest the CAC consider providing a
grace period before enforcing strict compliance with the relevant assessment procedures. We
would suggest that a period of two years would be in line with grace periods provided for
similar requirements globally, for example the EU’s General Data Protection Regulation (the
“GDPR”).

5 ] < R g 308 5 R I ) 25 A T VP AR AT A8 SR, S SR IO 24T 38~ A % M 22
Ko BATHIR 2 Bk 138 75 BE il I P S ORI R F7 5 7538 AR R AR A Rk, AT 2
BT IR B AE PR SR Sy A K VP AL R P R, B SR AL SERR . 3RA A B BOR H I
R AT IS E, 1l GDPR BUE T A 56 IR 1

In addition, for data transfers already occurring, it is not practical for data processors to re-do
the assessment, so we suggest the CAC to clarify that the Measures will have no retroactive
effect.

AN, T O B EEE, Bl B R AT VR R AL, DRI IRAT T B A A W]
i (PG IMEDY BRI,
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ASIFMA greatly appreciates the CAC's consideration of the points and questions raised in this
letter and would be pleased to discuss them in greater detail. If you have any questions, please
contact Matthew Chan, Head of Public Policy and Sustainable Finance at mchan@asifma.org
or +852 2531 6560. This submission was prepared by member PRC law firm Fangda Partners,
ASIFMA, and its affiliates’ members.

ASIFMA FE5 K5 Ip 3 B S A B3R AU R A 8, IR R S PR 1R I e [ . 4
RIEEARTEER, HKR AL BUREM AT RE 201 % & 1] & 1 Matthew Chan C HiLHE -
mchan@asifma.org, Hiif: +852 2531 6560) . APk FiRETT AR5 Fr. ASIFMA LA
L IR AEES

Faithfully,
I 25 Fsf AL

f S

Matthew Chan

Head of Policy and Sustainable Finance, Asia Pacific

Asia Securities Industry & Financial Markets Association (ASIFMA)
EEZR VAN SRl T S o
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